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	[bookmark: _I.__Corporate_Policy:]
I.    Corporate Policy:
	[bookmark: _It_is_the_policy_of_Ingersoll_Rand_]
It is the policy of Allegion, plc to ensure compliance with all US Customs and other government agency regulations.  This Import SOP is written in accordance with US Customs regulatory requirements. Allegion, plc is the parent company of Schlage Lock Company, LLC, AD Solutions, Elatec Inc (USA), Triangle Brass Mfg Co, Inc DBA TRIMCO, and Allegion Access Technologies LLC. “Allegion” will be referenced periodically in this SOP. 

	
	

	[bookmark: _II.___Purpose:]II.    Purpose:
	[bookmark: _To_ensure_that_all_Ingersoll_Rand_S]The purpose of this SOP is to ensure all Allegion suppliers are aware of and adhere to US Customs and other government agency import requirements. All current revisions of this Import SOP can be found on the Allegion Supplier Portal (www.allegion.com/suppliers). 

	
	

	[bookmark: _III.___Scope:]III.   Scope:










[bookmark: _IV.__][bookmark: Freight][bookmark: Designated]IV.   Designated 
       Freight
       Forwarders:





































[bookmark: _V.___1][bookmark: ISF]V.     Importer Security     Filing (ISF):




































[bookmark: _VI.___1]



[bookmark: CustomsDocumentation]VI.    Customs Documentation: 













































































































[bookmark: _VII.___1]




















































































[bookmark: CustomsTrade][bookmark: CTPAT]VII.    Customs Trade Partnership Against Terrorism (CTPAT):





































































[bookmark: _VIII._Valuation][bookmark: _A.]






[bookmark: _VIII._Wood_Packaging]








[bookmark: OLE_LINK7][bookmark: COO]VIII. Country of Origin Marking: 











[bookmark: WPM]IX. Wood Packaging Materials:

















































[bookmark: FreightPlans]X. Freight Plans:

































[bookmark: _XI._Responsibilities:]

















[bookmark: responsibilities]XI. Responsibilities:















































































































































































[bookmark: CONTACTS][bookmark: AllegionContacts]XII.   
Allegion Contacts:



























	[bookmark: _All_Ingersoll_Rand_Security_Technol]This policy and procedure provide instructions for shipments to the US for Schlage Lock Company, LLC, AD Solutions, Inc., Elatec Inc (USA), Triangle Brass Mfg Co, Inc DBA TRIMCO, and Allegion Access Technologies LLC.

This SOP does not cover SOMI shipments to the US or Mexico. See “SOMI Import Standard Operating Procedure (SOP)” for instructions on SOMI shipments. 

This SOP does not cover INBOND shipments to Mexico. See “INBOND Standard Operating Procedure (SOP) for Schlage de Mexico” for instructions on INBOND shipments. 

Allegion has designated freight forwarders depending on the mode of transportation and type of shipment.  Please refer to the guide below when shipping product to any of Allegion’s US sites.
Note: This section only applies to designated freight forwarders and not to US Customs brokers.[footnoteRef:1] [1:  Our designated US Customs Brokers are provided within the “At-A-Glance US Imports 2025 rev 12.05.2025.”   ] 


A. [bookmark: _OCEAN_SHIPMENTS:]VESSEL SHIPMENTS:

· For all vessel shipments our designated freight forwarder is        Kuehne + Nagel (KN).  KN will be booking on behalf of Allegion on GSA-endorsed steamship lines.   

· Please refer to Exhibit 2 for contact information by country/city.

B. [bookmark: _AIR_SHIPMENTS:]AIR SHIPMENTS:

· Shipments under 65kgs:  Air shipments that weigh less than 65kgs should be forwarded through UPS Parcel (UPS Small Package).
Note: UPS is to be used in certain circumstances when noted specifically.

· Shipments greater than 65kgs:  Air shipments that weigh more than 65kgs and destined for facilities in the US should be forwarded through UPS Supply Chain Solutions (UPS-SCS).    
   
· Please refer to Exhibit 2 for contact information by country/city

C. [bookmark: _INBOND_SHIPMENTS:]INBOND SHIPMENTS:

· Please refer to the separate procedure for INBOND SHIPMENTS.  Please find all procedures on the Allegion Supplier Portal (http://www.allegion.com/suppliers). 

D. SOMI SHIPMENTS:

· Please refer to the separate procedure for SOMI SHIPMENTS.  Please find all procedures on our Allegion Supplier Portal (http://www.allegion.com/suppliers). 


Under US Customs law, an Importer Security Filing (ISF) must be transmitted to US Customs at least 24 hours prior to loading any vessel bound for the US.  Failure to file the ISF will result in a $5K customs penalty per violation.  

For all vessel shipments, Suppliers must obtain an Importer Security Filing transaction number prior to physically turning cargo over to the freight forwarder. 

Procedure for Supplier to obtain ISF Transaction Number:

1. Obtain bill of lading number from the freight forwarder

2.    Complete Importer Security Filing (ISF) template, using template    entitled: “ISF Template US Imports 2025”


Note: the Excel version of the ISF template will be distributed with this SOP but can also be obtained from Trade Compliance.




3. Email completed ISF template and estimated time of vessel departure to the designated filing agent at least 72 hours in advance of sailing.  

For Schlage, AD Solutions, Elatec Inc (USA), and Triangle Brass Mfg Co, Inc DBA TRIMCO, the ISF Filing Agent for US Importations is: 
isf@iab-sd.com. The ISF contact is Steve Goding.

For Allegion Access Technologies LLC, the ISF Filing Agent for US Importations is:  isf@kuehne-nagel.com

4. Obtain ISF transaction number from filing agent (must be documented on the ISF template).  The ISF filing agent is required to return the ISF transaction number within 24 hours.

5. Deliver cargo to freight forwarder and provide copy of final ISF template (reflecting ‘ISF Transaction Number’) with shipment documentation.


A. [bookmark: _US_CUSTOMS_DOCUMENTATION][bookmark: _DOCUMENTATION_REQUIREMENTS:]US CUSTOMS DOCUMENTATION REQUIREMENTS:

1. Documents Required: The following documents are required for importation into the US.
· Importer Security Filing for vessel shipments
· Commercial Invoice
· Packing List
· Express Bill of Lading, Truck Bill or Airway Bill
· CTPAT Container Inspection Checklist (CIC) for FCL


2. [bookmark: _Consignee/Sold_To_Party:__The_name_]Shipping and Documentation instructions are reflected in the attached “At-A-Glance US Imports 2025 rev 12.05.2025”, and includes requirements for the following types of import shipments:

A. Ocean Vessel: KN                                                  
B. Small Package: UPS Parcel (Small Package)
C. Air Cargo: UPS-SCS                                                     

These matrices provide the instructions for:

· Sold To Party
· Destination / Final Delivery
· Notify Party
· Special Requirements
· ISF filing agent




a. Invoice Requirements:  The invoice should contain the following information in English:

· The date of export
· The place of export (i.e., origin port);
· The exporter’s name, address, telephone number and name of person with knowledge of the shipment;
· Place where goods will be imported (Port of Entry);
· The bill to name and address;
· The ship to/sold to name and address;
· Terms of sale (i.e., FOB, CIF, etc.);
· Invoice number;
· Invoice date;
· Buyer’s PO and release number should be identified at the top of the invoice;
· Buyer’s part number/item number;
· Payment terms;
· Blanket order line item;
· Detailed description of the merchandise (this includes the grade or quality, the marks, numbers and symbols of the merchandise);
· Quantities and unit of measure;
· Unit price of each item; NOTE:  this must be the selling price (price to be paid or payable).
· Total value of each item;
· Total numeric and written value of shipment (i.e., $1000 – one thousand US dollars);
· Associated charges in the currency of purchase (i.e., material surcharges, freight costs, other applicable fees not already included in the invoice price per item);
· The currency of transaction;
· The country of origin of the goods;
· US Harmonized Tariff Code (see note below);
· If you do not have the US Harmonized Tariff Code for a product, please contact the Trade Compliance team prior to export.
· Packing list number associated with the shipment should be referenced;
· Page numbers.

b. Packing List Requirements:  The packing lists should contain the following information in English:

· Packing list number;
· Shipping marks (i.e., marks, numbers and symbols of the packages in which the merchandise is packed);
· Pallet numbers;
· Carton Numbers;
· Buyer’s part number/item number;
· Product description;
· Quantity (quantity per carton and total number of cartons should both be listed);
· Gross weight and unit of measure;
· Net Weight and unit of measure.


B. [bookmark: _RETURN_SHIPMENT_ENTRY_DOCUMENTATION]RETURNED or REJECTED GOODS DOCUMENTATION REQUIREMENTS:

· Documentation requirements for returned or rejected merchandise is the same as described above.  

· Indicate on the commercial invoice if the shipment is being returned or rejected and the reason for return (i.e., “Shipment being returned for repairs and re-export” (if applicable)).

· The invoice value shown on the invoice must be the actual value of the goods at the time they were purchased.


C. [bookmark: _CUSTOMS_ENTRY_DOCUMENTATION_DISTRIB]DOCUMENTATION DISTRIBUTION 

Copies of the following documents should be emailed to the NOTIFY parties instructed in the below attached “At-A-Glance US Imports 2025 rev 12.05.2025.”  The Primary Notify Parties are also included further below for reference. 

1. Importer Security Filing (for Vessel Shipments only)
2. Commercial invoice; 
3. Packing list;
4. Express Bill of Lading/Airway Bill/Truck Bill 
5. CTPAT Container Inspection Checklist (CIC) for FCL shipments 


Each document should be a separately scanned attachment (i.e., for example, all pages of the commercial invoice should be in one attachment, and all pages of the packing list should be in a separate attachment).  


[bookmark: _MON_1826692419]                       

For Vessel Shipments:
For Schlage, AD Solutions, Elatec Inc (USA), and Triangle  Brass Mfg Co, Inc DBA TRIMCO

Primary Notify Party:
International Automated Brokers (IAB)

Steve Goding, James Goding
Email the following:
sgoding@iab-sd.com
jamesg@iab-sd.com

Phone: (619) 671-3186
Phone: (619) 671-3185


For Allegion Access Technologies LLC

Primary Notify Party:
Kuehne+Nagel Inc (KN)

Elizabeth Yarns
Email the following: USBRKMSPHUB@KUEHNE-NAGEL.COM

Direct Phone: (651) 234-4259



     For UPS Parcel (Small Package) Shipments under 65kgs:
For Schlage, AD Solutions, Elatec Inc (USA), and Triangle Brass Mfg Co, Inc DBA TRIMCO
Primary Notify Party:
UPS US Allegion

Email the following:
       UPSUSALLEGION@ups.com 

For Allegion Access Technologies LLC

Primary Notify Party:
UPS Supply Chain Solutions

Christina Kemp
Email the following: Christinakemp@ups.com

Direct Phone: (502) 362-6657


For UPS-SCS Air Shipments greater than 65kgs:
For Schlage, AD Solutions, Elatec Inc (USA), and Triangle Brass Mfg Co, Inc DBA TRIMCO

Primary Notify Party:
International Automated Brokers (IAB)

Steve Goding, James Goding
Email the following:
sgoding@iab-sd.com
jamesg@iab-sd.com

Phone: (619) 671-3186
Phone: (619) 671-3185

For Allegion Access Technologies LLC

Primary Notify Party:
Kuehne+Nagel Inc (KN)

Elizabeth Yarns
Email the following: USBRKMSPHUB@KUEHNE-NAGEL.COM

Direct Phone: (651) 234-4259

***Important:  These instructions pertain solely to the distribution of IMPORT DOCUMENTATION for Customs clearance.   For payment instructions, the commercial invoices should also be sent to the appropriate entities as instructed on your PURCHASE ORDERS.   NOTE: The EXACT SAME invoice must be used for BILLING AND CUSTOMS PURPOSES.


As part of US Customs’ CTPAT program (Customs Trade Partnership Against Terrorism), foreign suppliers are required to comply with the Minimum-Security Criteria for Foreign Manufacturers (attached below). 



Allegion requires our foreign suppliers to (A) conduct and document container inspections and (B) apply high security seals to containers.   

All suppliers must comply with CTPAT requirements A and B listed immediately below: 

[bookmark: _A.__Conduct]A.  Conduct a 9-point Container Inspection prior to loading cargo, as well as:

· check the reliability of the locking mechanisms of the container doors,
· document the inspection using the “Container Inspection Checklist” (attached to this document), and
· assign documentation accountability (someone from your company must be assigned the responsibility for container inspections).
NOTE:   
[bookmark: _Hlk83367527]Container integrity is critical to protect against the introduction of unauthorized material, persons and agricultural pests into the US.  

 The required 9-point container inspection process covers: 
1. [bookmark: _Hlk83367677]Container cleanliness (no visible signs of pest contamination, including weeds, seeds, insects, fungi, etc.)
2. Pallet cleanliness (no visible signs of pest contamination, including weeds, seeds, insects, fungi, etc.)
3. Underside of Trailer
4. Left Wall
5. Right Wall
6. Front Wall  
7. Floor
8. Ceiling
9. Inside and Outside Door / Hinges 
(i.e., Ensure Locking mechanisms are secure)

Container Inspection Checklist
Complete the Container Inspection Checklist (attached to this SOP).  Suppliers must complete sections I, II, and III for shipments bound for the US and include the completed hardcopy form on the inside door of the container.    



[bookmark: _B.__Apply]B.  Apply a high security Seal to all shipping containers bound for the U.S. 

US law requires all containers bound for the U.S. to be secured with a high security SEAL which meets PAS/ISO 17712:2013 standards, as follows:

 (1) seals must meet or exceed certain standards for strength and durability to prevent accidental breakage, early deterioration (due to weather conditions, chemical action, etc.) or undetectable tampering under normal usage.  An 18MM MINIMUM WIDTH DIAMETER for bolt seals is required.

(2) seals must be clearly and legibly marked with a unique identification number.

(3) The seal is classified as an “H” – High Security Seal

Unused seals must be stored in a secure place and controlled.

Less than container loads must use a secured padlock or similar locking device.  Only a limited number of individuals should have access to open this padlock.  Once freight is consolidated for shipping to the US, the containers must be sealed with a high security seal. 

US Customs and Border Protection will assess civil penalties for violations of the container sealing requirement.

[bookmark: _A._Conduct_a_7-point_Container_Insp][bookmark: _A._Conduct_a_7-point_Container_Insp_1][bookmark: _A._Conduct_a][bookmark: _B.__Apply_a_high_security_Seal_to_a]For additional information/specifications related to the seal requirement and for questions on CTPAT, please contact the Trade Compliance group.    
To receive the Container Inspection Checklist via email as a Word document, contact the Trade Compliance group.


U.S. Customs laws require each imported article of foreign origin to be marked with the English name of the country of origin.   The country of origin marking must be permanent and conspicuous.   

The origin marking must be permanent so as to remain on the article (or its container) until it reaches the ultimate purchaser.  The size of the marking statement should be readily visible by normal handling of the article.


Suppliers must ensure all Wood Packaging Materials (WPM) comply with US and international phytosanitary standards as follows: 

· All WPM must be properly marked to indicate they have been either heat treated or treated with methyl bromide. 
· All WPM must contain the internationally recognized IPPC mark, which certifies treatment.  See example of IPPC mark below.

[image: ]


· All WPM must also be free of timber pests. 
· All WPM must be very clean and cannot have any signs of weeds or seeds on them (free from organic plant life).   

WPM should not be stored outside.  Suppliers must regularly inspect their cargo areas to ensure they remain free of visible pest contamination.  

Wood Packaging Material (WPM) is defined as wood or wood products (excluding paper products, such as corrugated paper cartons) used in supporting, protecting or carrying a commodity.  Wood packaging materials include:

· pallets, 
· crates, 
· boxes, 
· packing blocks, 
· drums, 
· cases, 
· skids, and
· pieces of wood used to support or brace cargo.  

[image: ]

OCEAN VESSEL and AIR CARGO Shipments ONLY: 
Supplier must ensure the “Bill To” portion of the Bill of Lading reflects KORBER, our Third-Party Payment Provider, and the appropriate address below:

ALLEGION c/o Körber Supply Chain
Freight Plan XXXXX (replace XXXXX with applicable 5-digit number listed above)
11555 N Meridian St., STE - 200
Carmel IN, 46032

* UPS Parcel (Small Package) (<65 kgs), no reference to KORBER or Freight Plan Number is necessary.  The account number will be entered upon shipment creation by the supplier in the UPS Account Number field. This is also used for Bill Transportation and Duty/Tax. Screenshot example below.

Important instructions when shipping UPS Parcel (Small Package):

[image: ]

A.  PLANNER/BUYER (INITIATOR):

 (1) Purchase Orders for New Product – NOTIFY TRADE COMPLIANCE
The Planner/Buyer is responsible for advising Trade Compliance when new articles will be purchased.  The Planner/Buyer will complete the “US Import Classification Form” (attached below).  Planner/Buyer must email this completed form to the Trade Compliance Analyst. This step will allow the Trade Compliance Analyst to review the new parts in order to assign a US HTS Classification and identify any other government agency requirements.



(2) Quantity Discrepancies
It is the responsibility of the Planner/Buyer to research the reasons for any quantity discrepancies and advise the Trade Compliance Manager regarding all discrepancies.  The Planner/Buyer will complete the Receiving Discrepancy Report - Exhibit 3.  This information is then used to make corrections with US Customs.  The US Customs entry quantities must match the quantity that was received.  The values on the invoice must also match what the supplier will be paid for the shipment. Failure to report quantity and value discrepancies jeopardizes the company’s compliance efforts and places the company at risk of receiving a penalty.

B. FOREIGN SUPPLIER: 

(1) Importer Security Filing
Suppliers cannot release any vessel cargo to the freight forwarders until they have obtained an ISF transaction number (see ISF instructions under section V of this SOP).

(2) Documentation
Ensure all documentation is provided to the freight forwarder and US Customs Broker, and complies with this Import SOP: 
· Importer Security Filing for vessel shipments
· CTPAT Container Inspection Checklist (CIC)
· Commercial invoice (with required data, including HTS classification)
· Packing List
· Seaway bill of lading and / or Automated Manifest System (AMS) bill, Truck Bill or Airway Bill (House bill)

 



(3) Bill of Lading/House bill of Lading Numbers
Supplier is to send, via email, the master bill of lading number and house bill of lading number to the Planner/Buyer.  This information is used to track the shipment.

(4) Transportation Issues/Delays
The Americas Logistics Manager along with the Buyer/Planner must be immediately notified in the event of delays, cancellations and/or rescheduling of freight that causes airline/port delays, mechanical problems, traffic congestion, embargoes, Customs audits/holds, or any other type of transportation delay/failure. 

(5) Freight Bill Audit/Payment
Any questions surrounding the usage of freight plan numbers, invoice payment cycles or other freight bill audit and payment issues should be brought to the immediate attention of the Americas Logistics Manager.

C. FREIGHT FORWARDER:

(1) Documentation at Origin
The Freight Forwarder is responsible for ensuring that he/she has copies of documentation at origin.  Next, the Freight Forwarder scans and uploads the documentation into the freight forwarding system to support recordkeeping efforts.  

The Freight Forwarder should NOT allow a shipment to depart origin without the required documentation. 

The Freight Forwarder is responsible for ensuring that the arrival notice with the supplier documents is turned over to the designated Broker.

(2) Freight Bills (OCEAN VESSEL and AIR CARGO Shipments Only)
Bills of lading and supporting documents for any freight, drayage, terminal fees, etc. must be sent with the freight invoice to KORBER (the freight payment service provider) for payment processing.  It is extremely important that the freight plan number be included on the Bill of Lading. Allegion will not be responsible for the payment of freight invoices sent to KORBER with missing or incorrect freight plan numbers. In addition, it is important for suppliers and freight forwarders to note that only freight related charges are to be billed to KORBER. Under no circumstances should KORBER be billed for any direct material costs. 
It is imperative that the “Bill To” block of the Bill of Lading be filled out to reflect KORBER, Allegion’s Third-Party freight payment provider. In addition to the KORBER reference, a unique freight plan number must also accompany the KORBER address. Each Allegion facility has a specific freight plan number, as outlined in Section X, and the following information is required to be placed in the Bill of Lading “Bill To” block:	

ALLEGION c/o Körber Supply Chain
Freight Plan XXXXX (replace with correct 5 digit # from p.10)
11555 N Meridian St., STE - 200
Carmel IN, 46032

D. US CUSTOMS BROKER:

(1) Documentation
The US Customs Broker is responsible for reviewing all supplier import documentation and ensuring it meets the US Customs requirements for entry and compliance purposes.  The US Customs Broker is also responsible for reviewing the entry file in accordance with Allegion’s “US Customs Broker Guidelines.”  These Guidelines include Billing requirements.

(2) Recordkeeping
The US Customs Broker is responsible for mailing a Data Stick or CD of all entry records for the month to the Trade Compliance Manager.

Copies of the entry packets should be sent with the billing invoice to KORBER, the freight payment service provider, for payment processing.  The Freight Plans must be included.

(3) Missing Data
The US Customs Broker is responsible for coordinating further with the US Customs Team for any missing data, such as country of origin or classifications.   

E. ALLEGION TRADE COMPLIANCE:

(1) US HTS Classification
The Trade Compliance Analyst is responsible for reviewing the US IMPORT Classification Form that the Buyer/Planner sends.   The Trade Compliance Analyst will determine the correct US HTS Classification. The Trade Compliance Analyst will maintain records of supporting documentation used for determination of the US HTS.  The classification will be provided to the Buyer/Planner within 2 days.    The Trade Compliance Analyst will also update the Broker Master with the new part and compliance details. 

(2) Audits
The Trade Compliance Analyst is responsible for performing periodic entry audits to ensure suppliers, Planner/Buyers and Brokers are following this US Import SOP, as well as following the compliance requirements of the US Customs and Border Protection agency.

(3) Quantity Discrepancies
The Trade Compliance Manager will review the Receiving Discrepancy Report that the Planner/Buyer sends. The Trade Compliance Manager will communicate the required entry changes to the US Customs Broker.  Please refer to Exhibit 3.

F.   ALLEGION LOGISTICS:

(1) Logistics Support / Contracts
The Americas Logistics Manager is responsible for providing logistics support, including operational crisis management support, when requested by the US plants, factories, and distribution centers. In addition, the Americas Logistics Manager will ensure that the designated freight forwarder/carrier is consistent with the Allegion endorsed transportation base, as well as making sure that logistical movements are conducted in accordance with established contracted rates and service levels established by Allegion.

G. ALLEGION RECEIVING:

The US Receiving Supervisor is to notify the Planner/Buyer when quantity discrepancies are identified at time of receiving. It is CRITICAL that quantity discrepancies are reported to ensure correct declarations are made to US Customs.  Failure to do so may lead to serious penalties against Allegion.  



For questions, please contact the following:

	TRADE COMPLIANCE
	Maria Serratos
Supervisor, US Imports and Classification
	(619) 210-2205

	
	Brandon Pak
Senior Trade Compliance Analyst
	brandon.pak@allegion.com

	
	Yesenia Gallegos, 
Trade Compliance Manager
	(619) 778-2127

	
	Kelly Guzman, 
Trade Compliance Director
	(619) 778-4137

	LOGISTICS
	James Hirsch
Logistics Manager
	(317) 719-7210

	
	Patrick Bowman
Sr. Manager Americas Logistics
	(317) 617-4068

	
	Doug Pasquale
Global Logistics and Distribution Director
	(317) 420-6300





Container Inspection Checklist (CIC)[bookmark: OLE_LINK2][bookmark: Exhibit1]Exhibit 1


This example is shown for illustration only.  Please use the Word version available below and on the Allegion Supplier Portal. 
[image: ]


	[bookmark: _V.___Customs_Documentation:][bookmark: _V.__Customs_Documentation:][bookmark: _V.__Customs][bookmark: _V.__][bookmark: _VI.__][bookmark: _VII.__][bookmark: _VII._Country_of][bookmark: _VIII._Country_of][bookmark: _IX._Freight_Plans][bookmark: _VI.__Freight_Forwarder_____Contacts][bookmark: _Freight_Plans][bookmark: _X._Responsibilities:]
	                   Freight Carrier Contacts

	[bookmark: _XI.___Customs_and_International_Tra]

	[bookmark: _Hlk2243748][bookmark: Exhibit2]Exhibit 2

0. OCEAN VESSEL: KUEHNE+ NAGEL (KN)
Bangkok
Bangkok Branch Office

	· Narisarawan Nandvan– FCL & LCL

	PH: TBD
	narisarawan.nandavan@kuehne-nagel.com



Hanoi 
Hanoi Branch Office

	· Gioi Pham – FCL & LCL

	PH: TBD
	Gioi.pham@kuehne-nagel.com



Osaka 
Osaka Branch Office

	· Kohei Nakanishi; Sayaka Takahashi – FCL & LCL

	PH: TBD
	kohei.nakanishi@kuehne-nagel.com;  sayaka.takahashi@kuehne-nagel.com



Zhongshan 
Zhongshan Branch Office

	· Summer Zhang – FCL & LCL

	PH: TBD
	summer.zhang@kuehne-nagel.com



Jiangmen 
Jiangmen Branch Office
20-21/F Center Plaza North Tower

	· Carol Yi – FCL & LCL

	PH: 0086-20-2238-6944
	carol.yi@kuehne-nagel.com



Ningbo
Ningbo Branch Office
6F(south) Howard Johnson Office, Building 230, 
Liuting Street, Ningbo

	· Sylvia Fei – FCL + LCL

	PH: 0086-574-2790 9702
	sylvia.fei@kuehne-nagel.com 



Shanghai
Shanghai Branch Office
Life Hub at Daning
Office Tower Block 1, 11-16F
1868 Gong He Xin Road
Zhabei District
200072, Shanghai

	· Tracy You – FCL & LCL

	PH:0086-21-2602 8083
	tracy.you@kuehne-nagel.com


    

Shenzhen
Shenzhen Branch Office
Unit A/B/D/D, 28/F Block A World Finance Center
4003 ShenNan Dong Road Shenzhen 518001

	· Alice Lin; Julie Wu  - FCL & LCL

	PH:  0086-755-8269 2429
	alice.lin@kuehne-nagel.com;  julie.wu@kuehne-nagel.com



Hong Kong + Yantian
Hong Kong Branch Office
Kuehne + Nagel, Inc.
32/F Manhattan Place
23 Want Tai Road
Kowloon, Hong Kong

	· Summer Zhang – FCL & LCL

	PH:0085-2-2866 5260
	Summer.jx.Zhang@kuehne-nagel.com

	
	




Kaohsiung
Kaohsiung Branch Office
Kuehne + Nagel, Inc.
A-2 6th Floor
8 Min Chuan 2nd Road
806 Kaohsiung – Taiwan (R.O.C.)

	· Cyril Chung;  Kimi Chang – FCL + LCL

	PH: 00886-7-3391085 
	cyril.chung@kuehne-nagel.com;  kimi_chang@kuehne-nagel.com




Taipei + Keelung
Taipei Branch Office
Kuehne + Nagel, Inc.
10F, No.246, Sec. 1, Neihu Rd, Neihu Dist, 
Taipei City, 114661 – Taiwan (R.O.C)


	Cyril Chung;  Kimi Chang – FCL + LCL

	PH: 00886-2-2544 5150
	cyril.chung@kuehne-nagel.com;  kimi_chang@kuehne-nagel.com




INDIA
Delhi Branch Office
70, Udyog Vihar Phase IV
Gurgaon, India 122017

	· Siddhartha Chaudhury - FCL

	PH:  0091-124-459 5838
	Siddhartha.chaudhury@kuehne-nagel.com

	· Pardeep Saini - LCL

	PH:  0091-124-459-5959
	pardeep.saini@kuehne-nagel.com



Tuticorin Branch Office

	· Balakumar Periyasamy – FCL + LCL

	PH:  TBD
	Balakumar.periyasamy@kuehne-nagel.com




301-302, Buliding 637
Opp. Sears Tower & CII Building
Near Panchwati Cross Roads
Gulbai Tekra Road
Ellisbridge, Ahmedabad 380006

	· Biju Nair - LCL

	PH:  0091-79-4024-6428
Mobile: 0091-99 2575 7778
	biju.nair@kuehne-nagel.com



Tijuana
Tijuana Branch Office 
Paseo de los Heroes SN, Esquina
Diego Rivera, Plaza Lincoln Int 209, Zona Rio
Tijuana, B.C. MX 22010

	General Contact: info.tijuana@kuehne-nagel.com

	Elsa Escalante / Ocean Freight Supervisor

	

	
	Esla.Escalante@kuehne-nagel.com

	Diego Navarro / FCL Coordinator

	
	Diego.Navarro@kuehne-nagel.com

	Victor Rochin / LCL Coordinator

	
	External.Victor.Rochin@kuehne-nagel.com




Minneapolis
Minneapolis Branch Office
1440 Northland Drive, Suite 300
Mendota Heights, MN 55120, USA

	· Andrea Birkeland – Operational Account Manager

	PH:  001-651-234-4266
	andrea.birkeland@kuehne-nagel.com


	· Stephanie Klinckman – Ocean Freight Import Manager 

	PH:  001-651-234-4208
	Stephanie.Klinckman@kuehne-nagel.com


	· Jenna Yentsch – Ocean Freight Import Operator FCL

	PH: 001-651-234-4296
	jenna.yentsch@kuehne-nagel.com



allegion.support@kuehne-nagel.com  
Escalation Purposes only.  Contact regional contacts above for booking and tracking requests.

0. [bookmark: _VIII.__Logistics_and_Transportation][bookmark: _Hlk1382975][bookmark: UPS2]SMALL PACKAGE: UPS Parcel

International Help Desk
Email:  goglobal@ups.com 

Phone (Within US): 1-800-782-7892



0. AIR CARGO: UPS SUPPLY CHAIN SOLUTIONS (UPS-SCS):
 
Strategic Support Desk / Pickups
Phone: 800-648-9333 or 913-693-6300 from outside the US
Email: ed.arquilla@ups.com
Expected Coverage- 24/6 Monday 0700cst – Saturday 2359cst.  

Local Offices Identified. 

Ningbo 
Phone: 86 574 2766-1600 
UPS SCS Air Export Mailbox 
Email: UPSNGB-Export-Operations-Air@ups.com  (DL List)
Phoebe Cen – Supervisor 
phoebe.cen@ups.com
Jasmine Yuan - Manager 
jasmine.yuan@ups.com  

Shanghai 
Phone: 86 21 3855 3000 
UPS SCS Air Export Mailbox 
UPSFFSHAEXPCSRSHATEAM@ups.com (DL List) 
Zhao Lauren (aao1npp) Senior Manager Work: 86-21-61057888 Mobile: 13-81887-9327 Email: lauren.zhao@ups.com  
Stephanie Hu  - Manager 
Stephanie.hu@ups.com 

Hong Kong 
Phone: 852-2738-5000 
UPS SCS Air Export Mailbox 
hkgairexport@ups.com (DL List) 
Billy Chow Manager 
billy.chow@ups.com 
Fung Brenda Supervisor 
Supervisor 
Email: bfung@ups.com   
Yantian (Shenzhen)
Phone: 86 755 83160688
UPS SCS Air Export Mailbox 
Email: upsupsszxairexport@ups.com
Joy Hu – Supervisor - (Included on DL) 
Kenny Mok - Manager - (Included on DL)

Kaohsiung
Phone: 0800-291-300 / 886 7 586 8800
UPS SCS Air Export Mailbox 
UPSKHHAIR@ups.com  (DL List) 

Hsieh Pony – Air Coordinator (included on DL)

Grace Wang – Manager 
grace.wang@ups.com 


Keelung / Taipei
Imports 
Email: UPSTWAIRIMPORT@ups.com (DL List)
Exports 
Email: UPSTWAIREXPORT@ups.com (DL List)
Phone: 886 2 6611-7676 
Frances Hsu – Asst Manager Exports (Included on DL list) 
Grace Wang – Manager 
grace.wang@ups.com

Mumbai (Bombay) Nava Sheva
UPSUPSBOMAIREXPORTS@ups.com  (DL List) 
Phone: 91 022 71726200
Kumar Gupta Vinod – Executive Exports 
Zubin Bhagalia – Manager zubin.bhagalia@ups.com
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Receiving Discrepancy Report

Instructions to Planner/Buyer:   Please complete Section I below.  Forward the completed checklist to Allegion US Trade Compliance for any quantity discrepancies.

Please note: This report should be sent to the Allegion team within 2 days of receiving the merchandise, so that they may modify the US Customs Entry timely.  
  

Section I.   

Date 		 	 


Entry Number (if known)
  

Invoice Number and Invoice Date


Supplier Name  


Container #		 	 


Bill of Lading Number and House Bill of Lading Number  

 
Oracle Part # or Part # (where Oracle is not used)	
 

Quantity Declared	  


Quantity Received 	 


Full Value that will be paid for the invoice

 
Planner/Buyer Name 


Name of Person who detected the issue:  	 
1
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ISF Template US Imports 2025 rev 12.03.2025.xlsx
Allegion ISF - US IMPORTATION

		U.S. IMPORTATION

		TEMPLATE FOR THE IMPORTER SECURITY FILING (ISF)



				SUPPLIER TO COMPLETE

		1.0		House Bill of Lading Number(s):
(if known)



				Supplier Invoice Number(s):











				ISF Completed by:

						Name:

						Phone:

						E-mail:

						Date:



		2.0		Seller Name and Address:

				Name:

				Address:

				City:														   State/Province:

				Zip Code:						Country:



		3.0		Buyer ("Sold To" Party) Name and Address:
Please select from the drop down menu



		4.0		Ship-To Party Name and Address:

				Name:

				Address:																																				     

				City:														   State/Province:

				Zip Code:						Country:



		5.0		Container Stuffing Location:

				Name:

				Address:

				City:														   State/Province:

				Zip Code:						Country:



		6.0		Consolidator (stuffer) Name and Address:

				Name:

				Address:

				City:														   State/Province:

				Zip Code:						Country:



		7.0		Importer of Record / FTZ Applicant Identification Number: Please select from the drop down menu

				NOTE to Filer: Confirm this Name agrees with "Buyer (Sold To Party)" Name in Field #3.



		8.0		Consignee Number:
Please select from the drop down menu

				NOTE to Filer: Confirm this Name agrees with "Buyer (Sold To Party)" Name in Field #3.











				9.  Manufacturer Name
 and Address				10.  Country of Origin
(Please select from the drop down menu)										11. Commodity HTSUS Number
(Please select from the drop down menu)



																		Other HTS  (Please complete HTS below)









































				FILER TO COMPLETE

		12.		ISF Transaction No.:









&P of &N	




Instructions

		U.S. IMPORTATION

		INSTRUCTIONS FOR COMPLETION OF THE TEMPLATE FOR THE IMPORTER SECURITY FILING (ISF)



		1.0		House Bill of Lading Number: 

				The ISF filing is required for each shipment at the lowest bill of lading level (i.e. the house bill of lading or regular/straight bill of lading). One ISF can cover multiple bills of lading.  If the House Bill of Lading number is KNOWN, please provide.  If it is not known, then the party filing the ISF will be responsible for providing this information.



				Supplier Invoice Number(s): 

				All invoice numbers should be indicated.  Although this data is not required for the ISF filing, it will facilitate the processing and tracking of the ISF.



				ISF Completed by:

				Seller, please complete the requested contact information and date.



		2.0		Seller Name and Address:

				Name and address of the last known entity by whom the goods are sold or agreed to be sold. If the goods are to be imported otherwise than in pursuance of a purchase, the name and address of the owner of the goods must be provided.  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address.



		3.0		Buyer ("Sold To" Party) Name and Address:

				Name and address of the last known entity to whom the goods are sold or agreed to be sold. If the goods are to be imported otherwise than in pursuance of a purchase, the name and address of the owner of the goods must be provided.  Please select from the drop down menu.  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address.



		4.0		Ship-To Party Name and Address:

				Name and address of the first deliver-to party scheduled to physically receive the goods after the goods have been released from customs custody.  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address.



		5.0		Container Stuffing Location:

				Name and address(es) of the physical location(s) where the goods were stuffed into the container. For break bulk shipments, the name and address(es) of the physical location(s) where the goods were made ‘‘ship ready’’ must be provided.  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address.  For LCL's, the forwarder's CFS will be shown here.  For FCL's, the shipper/supplier will be shown here.



		6.0		Consolidator (stuffer) Name and Address:

				Name and address of the party who stuffed the container or arranged for the stuffing of the container.  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address. For LCL's, the forwarder's CFS will be shown here.  For FCL's, the shipper/supplier will be shown here.



		7.0		Importer of Record / FTZ Applicant Identification Number: 

				Internal Revenue Service (IRS) number, Employer Identification Number (EIN), Social Security Number (SSN), or CBP assigned number of the entity liable for payment of all duties and responsible for meeting all statutory and regulatory requirements incurred as a result of importation. For goods intended to be delivered to an FTZ, the IRS number, EIN, SSN, or CBP assigned number of the party filing the FTZ documentation with CBP must be provided. The importer of record number for Importer Security Filing purposes is the same as ‘‘importer number’’ on CBP Form 3461.   
Note to Filer: The name selected here must agree with the Buyer "Sold To" Party listed in Field # 3.  Please select from the drop down menu.  
                                       



				Schlage Lock Company, LLC - This business includes Schlage, Von Duprin, RSI, Dexter Kryptonite, Falcon, LCN, Schlage Electronic Security, Ives, Glenn Johnson, Zero, Brio, Steelcraft or XceedID.                        

AD Solutions, Inc. - This business is a stand alone business unit with its own Importer of Record number. 
     
Allegion Access Technologies LLC - This business is a stand alone business unit with its own Importer of Record number.     

Triangle Brass Mfg. Co. Inc. DBA TRIMCO - This business is a stand alone business unit with its own Importer of Record number.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                        









		8.0		Consignee Number:

				Internal Revenue Service (IRS) number, Employer Identification Number (EIN), Social Security Number (SSN), or CBP  assigned number of the individual(s) or firm(s) in the United States on whose account the merchandise is shipped. This element is the same as the ‘‘consignee number’’ on CBP Form 3461.  This number will belong to the US location to which goods are shipped. 
Note to Filer: The name selected here must agree with the Buyer "Sold To" Party listed in Field # 3.  Please select from the drop down menu.                                          



		9.0		Manufacturer (or supplier) Name and Address:

				Name and address of the entity that last manufactures, assembles, produces, or grows the commodity or name and address of the party supplying the finished goods in the country from which the goods are leaving. In the alternative, the name and address of the manufacturer (or supplier) that is currently required by the import laws, rules and regulations of the United States (i.e., entry procedures) may be provided (this is the information that is used to create the existing manufacturer identification (MID) number for entry purposes).  A widely recognized commercially accepted identification number (such as a DUNS number) for this party may be provided in lieu of the name and address.



		10.0		Country of Origin:

				Country of manufacture, production, or growth of the article, based upon the import laws, rules and regulations of the United States.



		11.0		Commodity HTSUS Number:

				Duty/statistical reporting number under which the article is classified in the Harmonized Tariff Schedule of the United States (HTSUS). The HTSUS number is required to be provided to the 6 digit level. The HTSUS number may be provided up to the 10 digit level. This element is the same as the ‘‘H.S. number’’ on CBP Form 3461 and can only be used for entry purposes, if it is provided at the 10-digit level or greater by the importer of record or its licensed customs broker. The manufacturer (or supplier) name and address, country of origin, and commodity HTSUS number must be linked to one another at the line item level.



		12.0		ISF Transaction Number:

				The ISF Transaction Number is a unique transaction identifier assigned by U.S. Customs and Border Protection and returned when an ISF is accepted.  The ISF Transaction Number is returned in the output response for an ISF and the ISF Status Notification. 









Datasheet

		AFGHANISTAN, AF		54-213941200
 Schlage Lock Co., LLC				Schlage Lock Co. LLC
 11819 North Pennsylvania Street
 Carmel, IN 46032 USA

		ÅLAND ISLANDS, AX		80-095574400
 AD Solutions, Inc.		3925.90.  Builders' ware of plastics 		AD Solutions, Inc.
 2201 100th St SW
 Everett, WA 98204 USA

		ALBANIA, AL		56-255055300
 Allegion Access Technologies LLC		3926.90.  Other articles of plastic 		Allegion Access Technologies LLC
 11819 North Pennsylvania Street
 Carmel, IN 46032 USA

		ALGERIA, DZ		95-295324300
 Triangle Brass Mfg. Co. Inc. DBA TRIMCO		4016.99.  Rubber Articles		Triangle Brass Mfg. Co. Inc. DBA TRIMCO
 1351 Rocky Point Dr
 Oceanside, CA 92056 USA

		AMERICAN SAMOA, AS				4819.10.  Corrugated Paper Boxes, Cartons, etc.

		ANDORRA, AD				4819.20.  Non-Corrugated Paper Cartons, Boxers, etc.

		ANGOLA, AO				4821.10.  Labels, Printed and of Paper

		ANGUILLA, AI				4901.10.  Printed Single Sheets, Instruction Sheets

		ANTARCTICA, AQ				4911.99.  Other Printed Matter

		ANTIGUA AND BARBUDA, AG				7308.30.  Doors and Frames

		ARGENTINA, AR				7312.10.  Stranded Wire, Rope and Cable

		ARMENIA, AM				7315.82.  Welded Link Chain

		ARUBA, AW				7315.89.  Round Link Chain

		AUSTRALIA, AU				7318.12.  Wood Screws

		AUSTRIA, AT				7318.14.   Self-tapping screws

		AZERBAIJAN, AZ				7318.15.  Screws and Bolts, Other

		BAHAMAS, BS				7320.90.  Springs, Other

		BAHRAIN, BH				7326.20.  Wire of Iron or Steel

		CHRISTMAS ISLAND, CX				7419.80.  Other articles of copper / Other

		BANGLADESH, BD				7610.10. Aluminum Structures for Doors and Windows

		BARBADOS, BB				8207.90.  Other interchangeable tools

		BELARUS, BY				8301.10.  Padlocks

		BELGIUM, BE				8301.20.  Locks for Motor Vehicles

		BELIZE, BZ				8301.30.  Locks for Furniture (cabinets, drawers, etc.)

		BENIN, BJ				8301.40.  Door Locks (electronic or keyed)

		BERMUDA, BM				8301.60.  Parts of Locks

		BHUTAN, BT				8301.70.  Keys  

		BOLIVIA, BO				8302.10.  Hinges

		BOSNIA AND HERZEGOVINA, BA				8302.20.  Castors, and parts thereof

		BOTSWANA, BW				8302.41.  Exit Devices for Doors

		BOUVET ISLAND, BV				8302.41.  Non-Keyed Locks for Doors

		BRAZIL, BR				8302.41.  Other Mountings, Fittings for Doors

		BRITISH INDIAN OCEAN TERRITORY, IO				8302.41.  Stops, Pulls, Plates, Knockers for Doors

		BRUNEI DARUSSALAM, BN				8302.42.  Mountings for Furniture

		BULGARIA, BG				8302.50.  Hat Racks, Hat Pegs, etc.

		BURKINA FASO, BF				8302.60.  Automatic Door Closers and Parts       

		BURUNDI, BI				8310.00.  Numbers, Sign Plates, Other Plates and Parts

		CAMBODIA, KH				8454.30.  Die Casting Machines

		CAMEROON, CM				8471.60.  Card Key and Magnetic Media Entry Device

		CANADA, CA				8471.90.  Readers (magnetic, electronic, proximity, etc.)

		CAPE VERDE, CV				8473.30.  Parts of Readers, Automatic Data Processing Machines

		CAYMAN ISLANDS, KY				8479.89.  Machines and Mechanical appliances having individual functions; Other

		CENTRAL AFRICAN REPUBLIC, CF				8479.89.  Machines and Mechanical Appliances having individual functions; Parts

		CHAD, TD				8483.40.  Gears and Gearing, other than toothed wheels, chain sprockets, and other transmission elements

		CHILE, CL				8483.90.  Gears, Gearboxes

		CHINA, CN				8501.31.  Motors         

		COCOS (KEELING) ISLANDS, CC				8536.50.  Electrical apparatus for switching or connecting electrical circuits; Switches

		COLOMBIA, CO				8537.10.  Motor Control Center for a voltage not exceeding 1,000 V

		COMOROS, KM				8537.10.  Programmable controllers

		CONGO, CG				9013.80.  Door Viewers (door eyes)

		CONGO, THE DEMOCRATIC REPUBLIC, CD				9106.10.  Time Recorders 

		COOK ISLANDS, CK				Other HTS  (Please complete HTS below)

		COSTA RICA, CR

		CÔTE D'IVOIRE, CI

		CROATIA, HR

		CUBA, CU

		CYPRUS, CY

		CZECH REPUBLIC, CZ

		DENMARK, DK

		DJIBOUTI, DJ

		DOMINICA, DM

		DOMINICAN REPUBLIC, DO

		ECUADOR, EC

		EGYPT, EG

		EL SALVADOR, SV

		EQUATORIAL GUINEA, GQ

		ERITREA, ER

		ESTONIA, EE

		ETHIOPIA, ET

		FALKLAND ISLANDS (MALVINAS), FK

		FAROE ISLANDS, FO

		FIJI, FJ

		FINLAND, FI

		FRANCE, FR

		FRENCH GUIANA, GF

		FRENCH POLYNESIA, PF

		FRENCH SOUTHERN TERRITORIES, TF

		GABON, GA

		GAMBIA, GM

		GEORGIA, GE

		GERMANY, DE

		GHANA, GH

		GIBRALTAR, GI

		GREECE, GR

		GREENLAND, GL

		GRENADA, GD

		GUADELOUPE, GP

		GUAM, GU

		GUATEMALA, GT

		GUERNSEY, GG

		GUINEA, GN

		GUINEA-BISSAU, GW

		GUYANA, GY

		HAITI, HT

		HEARD ISLAND AND MCDONALD ISLANDS, HM

		HOLY SEE (VATICAN CITY STATE), VA

		HONDURAS, HN

		HONG KONG, HK

		HUNGARY, HU

		ICELAND, IS

		INDIA, IN

		INDONESIA, ID

		IRAN, ISLAMIC REPUBLIC OF, IR

		IRAQ, IQ

		IRELAND, IE

		ISLE OF MAN, IM

		ISRAEL, IL

		ITALY, IT

		JAMAICA, JM

		JAPAN, JP

		JERSEY, JE

		JORDAN, JO

		KAZAKHSTAN, KZ

		KENYA, KE

		KIRIBATI, KI

		KOREA, DEMOCRATIC PEOPLE'S REPUBLIC, KP

		KOREA, REPUBLIC OF, KR

		KUWAIT, KW

		KYRGYZSTAN, KG

		LAO PEOPLE'S DEMOCRATIC REPUBLIC, LA

		LATVIA, LV

		LEBANON, LB

		LESOTHO, LS

		LIBERIA, LR

		LIBYAN ARAB JAMAHIRIYA, LY

		LIECHTENSTEIN, LI

		LITHUANIA, LT

		LUXEMBOURG, LU

		MACAO, MO

		MACEDONIA, (FORMERLY YUGOSLAV), MK

		MADAGASCAR, MG

		MALAWI, MW

		MALAYSIA, MY

		MALDIVES, MV

		MALI, ML

		MALTA, MT

		MARSHALL ISLANDS, MH

		MARTINIQUE, MQ

		MAURITANIA, MR

		MAURITIUS, MU

		MAYOTTE, YT

		MEXICO, MX

		MICRONESIA, FEDERATED STATES OF, FM

		MOLDOVA, MD

		MONACO, MC

		MONGOLIA, MN

		MONTENEGRO, ME

		MONTSERRAT, MS

		MOROCCO, MA

		MOZAMBIQUE, MZ

		MYANMAR, MM

		NAMIBIA, NA

		NAURU, NR

		NEPAL, NP

		NETHERLANDS, NL

		NETHERLANDS ANTILLES, AN

		NEW CALEDONIA, NC

		NEW ZEALAND, NZ

		NICARAGUA, NI

		NIGER, NE

		NIGERIA, NG

		NIUE, NU

		NORFOLK ISLAND, NF

		NORTHERN MARIANA ISLANDS, MP

		NORWAY, NO

		OMAN, OM

		PAKISTAN, PK

		PALAU, PW

		PALESTINIAN TERRITORY, OCCUPIED, PS

		PANAMA, PA

		PAPUA NEW GUINEA, PG

		PARAGUAY, PY

		PERU, PE

		PHILIPPINES, PH

		PITCAIRN, PN

		POLAND, PL

		PORTUGAL, PT

		PUERTO RICO, PR

		QATAR, QA

		RÉUNION, RE

		ROMANIA, RO

		RUSSIAN FEDERATION, RU

		RWANDA, RW

		SAINT BARTHÉLEMY, BL

		SAINT HELENA, SH

		SAINT KITTS AND NEVIS, KN

		SAINT LUCIA, LC

		SAINT MARTIN, MF

		SAINT PIERRE AND MIQUELON, PM

		SAINT VINCENT AND THE GRENADINES, VC

		SAMOA, WS

		SAN MARINO, SM

		SAO TOME AND PRINCIPE, ST

		SAUDI ARABIA, SA

		SENEGAL, SN

		SERBIA, RS

		SEYCHELLES, SC

		SIERRA LEONE, SL

		SINGAPORE, SG

		SLOVAKIA, SK

		SLOVENIA, SI

		SOLOMON ISLANDS, SB

		SOMALIA, SO

		SOUTH AFRICA, ZA

		SOUTH GEORGIA AND THE SOUTH SANDWICH ISLANDS, GS

		SPAIN, ES

		SRI LANKA, LK

		SUDAN, SD

		SURINAME, SR

		SVALBARD AND JAN MAYEN, SJ

		SWAZILAND, SZ

		SWEDEN, SE

		SWITZERLAND, CH

		SYRIAN ARAB REPUBLIC, SY

		TAIWAN, TW

		TAJIKISTAN, TJ

		TANZANIA, UNITED REPUBLIC OF, TZ

		THAILAND, TH

		TIMOR-LESTE, TL

		TOGO, TG

		TOKELAU, TK

		TONGA, TO

		TRINIDAD AND TOBAGO, TT

		TUNISIA, TN

		TURKEY, TR

		TURKMENISTAN, TM

		TURKS AND CAICOS ISLANDS, TC

		TUVALU, TV

		UGANDA, UG

		UKRAINE, UA

		UNITED ARAB EMIRATES, AE

		UNITED KINGDOM, GB

		UNITED STATES, US

		UNITED STATES MINOR OUTLYING ISLANDS, UM

		URUGUAY, UY

		UZBEKISTAN, UZ

		VANUATU, VU

		VATICAN CITY STATE, VA

		VENEZUELA, VE

		VIETNAM, VN

		VIRGIN ISLANDS, BRITISH, VG

		VIRGIN ISLANDS, U.S., VI

		WALLIS AND FUTUNA, WF

		WESTERN SAHARA, EH

		YEMEN, YE

		ZAMBIA, ZM

		ZIMBABWE, ZW
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ocean vessel

		IMPORTS INTO THE US

		OCEAN VESSEL SHIPMENTS 



		Importer Security Filing (ISF) Filing Agent: 		Send ISF template and estimated time of vessel departure for "IMPORTS into the US" to the filing agent listed below at least 72 hours in advance of ocean vessel departure.  

For Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO  
ISF Filing Agent: isf@iab-sd.com
ISF Contact: Steve Goding    

For Allegion Access Technologies LLC
ISF Filing Agent: isf@kuehne-nagel.com




		Ocean Freight Forwarder:		Kuehne + Nagel 



		US Customs Broker for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:		International Automated Brokers (IAB)

		US Customs Broker for Allegion Access Technologies LLC:		Kuehne+Nagel Inc (KN)



		Sold To Party: 

		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Elatec Inc (USA)

				Allegion-Elatec Inc (USA)_Palm City, FL

				1995 SW Martin Hwy
Palm City, FL 34990 USA		 





		Bill To:		ALLEGION

				c/o Körber Supply Chain

				Freight Plan: 34990

				11555 N Meridian St

				STE 200

				Carmel IN, 46032



		Deliver To (Final Destination): 
		Elatec Inc (USA)

				1995 SW Martin Hwy
Palm City, FL 34990 USA

		              

		Notify Party:  
Include the Notify Party on one of the 
documents (preferably the invoice) based on the BUSINESS UNIT on your PO.

EMAIL Following Documents to Notify Party BEFORE vessel arrival:
• Importer Security Filing (ISF) (with ISF transaction number)
• Container Inspection Checklist (CIC) for FCL
• commercial invoice
• packing list
• express bill of lading
		Notify Party for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO  
International Automated Brokers (IAB)
Steve Goding and James Goding
Phone: +1-619-671-3186 / +1-619-671-3185
Fax:  +1-619- 661-6490
Email both: sgoding@iab-sd.com and jamesg@iab-sd.com

Notify Party for Allegion Access Technologies LLC
Kuehne+Nagel Inc
1440 Northland Drive, Suite 300
Mendota Heights, MN 55120
Email the following (all pre-alerts and documents should go to this email address):
USBRKMSPHUB@KUEHNE-NAGEL.COM 



		Additional Notify Parties:		ERROR:#VALUE!
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air under 65 KGs

		IMPORTS INTO THE US

		AIR SHIPMENTS UNDER 65 KGs 



		Air Courier:		UPS Small Package



		US Customs Broker:		UPS Parcel (Small Package)



		Sold To Party: 

		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Schlage Lock Company LLC

				Allegion-Von Duprin_Indianapolis, IN

				11819 N. Pennsylvania St.
Carmel, IN 46032 USA





		UPS Small Package Account # :
(Auto-fills once final destination is selected)		9W02A3 (SHIP USING UPS EXPRESS SAVER)



		Deliver To (Final Destination): 		Schlage Lock Company LLC
c/o Allegion-Von Duprin

				2720 Tobey Dr.
Indianapolis, IN 46219 USA

		              

		Notify Party:  

EMAIL Following Documents to Notify Party:
• commercial invoice
• packing list
• express bill of lading 

		Notify Party:
UPS Parcel (Small Package)
Christina Kemp
Phone: (502) 362-6657
Email both: Christinakemp@ups.com and UPSUSALLEGION@ups.com



		Special Requirements:      		For ALL Shipments
   *  Include NAME / TEL. of Buyer/Planner on Documentation

All clearance paperwork (i.e. Commercial Invoice) needs to be provided with each shipment at the time of pickup with UPS.  Additionally,  Commercial Invoice currency value must match  the currency value entered on the AirwayBill. Shipments will not leave the country without proper documentation. 

For additional support, please contact the UPS International Help Desk:
Email: goglobal@ups.com
Phone: 1-800-782-7892









air greater than 65 KGs

		IMPORTS INTO THE US

		AIR SHIPMENTS GREATER THAN 65 KGs 



		Air Freight Forwarder:		UPS Supply Chain Solutions  (UPS-SCS)                                                                          



		US Customs Broker:		US Customs Broker for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:  International Automated Brokers (IAB)

US Customs Broker for Allegion Access Technologies LLC: Kuehne+Nagel Inc (KN)



		Sold To (Consignee): 




		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Elatec Inc (USA)



				Allegion-Elatec Inc (USA)_Palm City, FL

				1995 SW Martin Hwy
Palm City, FL 34990 USA





		Bill To:		ALLEGION

				c/o Körber Supply Chain

				Freight Plan: 34990

				11555 N Meridian St

				STE 200

				Carmel IN, 46032



		UPS-SCS Account # :
(Auto-fills once final destination is selected)		710618562



		Deliver To (Final Destination): 		Elatec Inc (USA)

				1995 SW Martin Hwy
Palm City, FL 34990 USA

		              

		Notify Party:  
Include the NOTIFY PARTY on one of the 
documents (preferably the invoice)

EMAIL Following Documents to Notify Party:
• commercial invoice
• packing list
• express bill of lading 

		Notify Party for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:
International Automated Brokers (IAB)
Steve Goding and James Goding
Phone: +1-619-671-3186 / +1-619-671-3185
Fax:  +1-619- 661-6490
Email both: sgoding@iab-sd.com and jamesg@iab-sd.com

Notify Party for Allegion Access Technologies LLC:
Kuehne+Nagel Inc
1440 Northland Drive, Suite 300
Mendota Heights, MN 55120
Email the following (all pre-alerts and documents should go to this email address):
USBRKMSPHUB@KUEHNE-NAGEL.COM
		 



		Special Requirements:      		For ALL Shipments
*  Include NAME and TELEPHONE NUMBER of Buyer/Planner on Documentation






		For Booking UPS SCS Shipments		For ALL Shipments
Phone: +1-913-693-6212
Email the following: ed.arquilla@ups.com



		UPS SCS Contact Escalation and Support		All initial inquiries should be sent to ed.arquilla@ups.com
For escalations on day to day issues please contact:

scscustomerservice@ups.com
Brenda Ransburg: ransburg.brenda@ups.com
Julie White: jmwhite@ups.com
Annetta Jackson: annettajackson@ups.com

If you encounter a situation that requires additional visibility or assistance, please contact:

Ed Arquilla: ed.arquilla@ups.com +1-630-544-4831
Andrew Brown: ADBrown@ups.com  +1-734-735-8522





		For UPS SCS Delivery Address Changes / Re-consignment		Please include "Allegion Routing Change" in the subject of the email. The body of the message should list shipment detail such as UPS-SCS tracking number,  Allegion reference number, shipper, current consignee name, address and change details. 







































US 

		ATTN:
(Select ONE of the following)		Deliver To:		Address will auto-fill upon ATTN: selection		Freight Plan Number will auto-fill upon ATTN: selection		UPS Parcel
< 65kgs		UPS-SCS 
> 65kgs		Sold To Party		Address

		Allegion-AD Systems_Everett, WA		AD Solutions, Inc.
c/o Allegion-AD Systems		2201 100th St. SW
Everett, WA 98204 USA		Freight Plan: 98204		R70Y08 (SHIP USING UPS EXPRESS SAVER)		710864406		AD Solutions, Inc.		2201 100th St. SW
Everett, WA 98204 USA

		Allegion-Brio USA_Everett, WA		AD Solutions, Inc.
c/o Allegion-Brio USA		2201 100th St. SW
Everett, WA 98204 USA		Freight Plan: 14623		39V36V (SHIP USING UPS EXPRESS SAVER)		710618661		AD Solutions, Inc.		2201 100th St. SW
Everett, WA 98204 USA

		Allegion-Steelcraft_Chino,CA		Schlage Lock Company LLC
c/o Allegion-Steelcraft		14575 Yorba Ave.
Chino, CA 91710 USA		Freight Plan: 72184		9W01R7 (SHIP USING UPS EXPRESS SAVER)		710618620		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Isonas_Boulder, CO		Isonas, Inc.
c/o Allegion-Isonas		929 Pearl St
Ste 200
Boulder, CO 80302 USA		Freight Plan: 80301		6W4F51 (SHIP USING UPS EXPRESS SAVER)		710932948		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Test Lab_Golden, CO		Schlage Lock Company LLC
c/o Allegion		500 Golden Ridge Rd.
Bldg 1
Golden, CO 80401 USA		Freight Plan: 80401		53AR98 (SHIP USING UPS EXPRESS SAVER)		705281707		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Schlage_Security, CO		Schlage Lock Company LLC
c/o Allegion		3899 Hancock Expressway
Security, CO 80911 USA		Freight Plan: 72392		9W02E7 (SHIP USING UPS EXPRESS SAVER)		710618554		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Schlage_Olathe, KS		Schlage Lock Company LLC
c/o Allegion		2119 E. Kansas City Rd.
Olathe, KS 66061 USA		Freight Plan: 72394		9W01R3 (SHIP USING UPS EXPRESS SAVER)		710618448		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-LCN_Princeton, IL		Schlage Lock Company LLC
c/o Allegion-LCN 		121 W. Railroad Ave.
Princeton, IL 61356 USA		Freight Plan: 72405		9W01F6 (SHIP USING UPS EXPRESS SAVER)		710618570		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Test Lab_Indianapolis, IN		Schlage Lock Company LLC
c/o Allegion		8750 Hague Road
Indianapolis, IN 46256 USA		Freight Plan: 03333		53AF97 (SHIP USING UPS EXPRESS SAVER)		709915383		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-GJ / IVES / Zero_Greenfield, IN		Schlage Lock Company LLC
c/o Allegion-GJ / IVES / Zero		7221 W County Rd 350 N.
Greenfield, IN 46140 USA		Freight Plan: 46219		53AR32 (SHIP USING UPS EXPRESS SAVER)		710618588		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Von Duprin_Indianapolis, IN		Schlage Lock Company LLC
c/o Allegion-Von Duprin		2720 Tobey Dr.
Indianapolis, IN 46219 USA		Freight Plan: 72404		9W02A3 (SHIP USING UPS EXPRESS SAVER)		710618604		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Steelcraft_Blue Ash, OH		Schlage Lock Company LLC
c/o Allegion-Steelcraft		9017 Blue Ash Rd.
Cincinnati, OH 45242 USA		Freight Plan: 97182		9W000Y (SHIP USING UPS EXPRESS SAVER)		710618612		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Kryptonite_Canton, MA		Schlage Lock Company LLC
c/o Allegion-Kryptonite 		437 Turnpike St.
Canton, MA 02021 USA		Freight Plan: 03320		444FY7 (SHIP USING UPS EXPRESS SAVER)		710618562		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion Access Technologies LLC_Farmington, CT		Allegion Access Technologies LLC c/o Allegion-Allegion Access Technologies LLC		65 Scott Swamp Rd
Farmington, CT 06032		Freight Plan: 20025		0E5426 (SHIP USING UPS EXPRESS SAVER)		059912147		Allegion Access Technologies LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion Access Technologies LLC_Greenfield, IN		Allegion Access Technologies LLC c/o Allegion-Allegion Access Technologies LLC		6825 W 400 N
Greenfield, IN 46140		Freight Plan: 20027		538E3X (SHIP USING UPS EXPRESS SAVER)		059912147		Allegion Access Technologies LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Trimco Hardware_Oceanside, CA		Triangle Brass MFG Co, Inc DBA Trimco		1351 Rocky Pointe Drive
Oceanside, CA 92056 USA		Freight Plan: 92056		912438 (SHIP USING UPS EXPRESS SAVER)		709949424		Triangle Brass MFG Co, Inc DBA Trimco		1351 Rocky Pointe Drive
Oceanside, CA 92056 USA

		Allegion-Elatec Inc (USA)_Palm City, FL		Elatec Inc (USA)		1995 SW Martin Hwy
Palm City, FL 34990 USA		Freight Plan: 34990		2548X2 (SHIP USING UPS EXPRESS SAVER)		710618562		Elatec Inc (USA)		1995 SW Martin Hwy
Palm City, FL 34990 USA






At-A-Glance US Imports 2025 rev 12.05.2025.xlsm
ocean vessel

		IMPORTS INTO THE US

		OCEAN VESSEL SHIPMENTS 



		Importer Security Filing (ISF) Filing Agent: 		Send ISF template and estimated time of vessel departure for "IMPORTS into the US" to the filing agent listed below at least 72 hours in advance of ocean vessel departure.  

For Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO  
ISF Filing Agent: isf@iab-sd.com
ISF Contact: Steve Goding    

For Allegion Access Technologies LLC
ISF Filing Agent: isf@kuehne-nagel.com




		Ocean Freight Forwarder:		Kuehne + Nagel 



		US Customs Broker for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:		International Automated Brokers (IAB)

		US Customs Broker for Allegion Access Technologies LLC:		Kuehne+Nagel Inc (KN)



		Sold To Party: 

		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Sold To Party

				ATTN:
(Select ONE of the following)

				Address		 





		Bill To:		ALLEGION

				c/o Körber Supply Chain

				Freight Plan Number will auto-fill upon ATTN: selection

				11555 N Meridian St

				STE 200

				Carmel IN, 46032



		Deliver To (Final Destination): 
		Deliver To:

				Address will auto-fill upon ATTN: selection

		              

		Notify Party:  
Include the Notify Party on one of the 
documents (preferably the invoice) based on the BUSINESS UNIT on your PO.

EMAIL Following Documents to Notify Party BEFORE vessel arrival:
• Importer Security Filing (ISF) (with ISF transaction number)
• Container Inspection Checklist (CIC) for FCL
• commercial invoice
• packing list
• express bill of lading
		Notify Party for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO  
International Automated Brokers (IAB)
Steve Goding and James Goding
Phone: +1-619-671-3186 / +1-619-671-3185
Fax:  +1-619- 661-6490
Email both: sgoding@iab-sd.com and jamesg@iab-sd.com

Notify Party for Allegion Access Technologies LLC
Kuehne+Nagel Inc
1440 Northland Drive, Suite 300
Mendota Heights, MN 55120
Email the following (all pre-alerts and documents should go to this email address):
USBRKMSPHUB@KUEHNE-NAGEL.COM 



		Additional Notify Parties:		ERROR:#VALUE!
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air under 65 KGs

		IMPORTS INTO THE US

		AIR SHIPMENTS UNDER 65 KGs 



		Air Courier:		UPS Small Package



		US Customs Broker:		UPS Parcel (Small Package)



		Sold To Party: 

		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Sold To Party

				ATTN:
(Select ONE of the following)

				Address





		UPS Small Package Account # :
(Auto-fills once final destination is selected)		UPS Parcel
< 65kgs



		Deliver To (Final Destination): 		Deliver To:

				Address will auto-fill upon ATTN: selection

		              

		Notify Party:  

EMAIL Following Documents to Notify Party:
• commercial invoice
• packing list
• express bill of lading 

		Notify Party:
UPS Parcel (Small Package)
Christina Kemp
Phone: (502) 362-6657
Email both: Christinakemp@ups.com and UPSUSALLEGION@ups.com



		Special Requirements:      		For ALL Shipments
   *  Include NAME / TEL. of Buyer/Planner on Documentation

All clearance paperwork (i.e. Commercial Invoice) needs to be provided with each shipment at the time of pickup with UPS.  Additionally,  Commercial Invoice currency value must match  the currency value entered on the AirwayBill. Shipments will not leave the country without proper documentation. 

For additional support, please contact the UPS International Help Desk:
Email: goglobal@ups.com
Phone: 1-800-782-7892









air greater than 65 KGs

		IMPORTS INTO THE US

		AIR SHIPMENTS GREATER THAN 65 KGs 



		Air Freight Forwarder:		UPS Supply Chain Solutions  (UPS-SCS)                                                                          



		US Customs Broker:		US Customs Broker for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:  International Automated Brokers (IAB)

US Customs Broker for Allegion Access Technologies LLC: Kuehne+Nagel Inc (KN)



		Sold To (Consignee): 




		NOTE:  The "Sold To" Party name and address shown on the Commercial Invoice and the Bill of Lading must agree EXACTLY with the address shown on the right.   This is critical as US Customs requires the importer name and address contained on the US Customs Surety Bond to be reflected on all documentation.  If your "Sold To" Party is not on this list,  contact the Trade Compliance Department.		Sold To Party



				ATTN:
(Select ONE of the following)

				Address





		Bill To:		ALLEGION

				c/o Körber Supply Chain

				Freight Plan Number will auto-fill upon ATTN: selection

				11555 N Meridian St

				STE 200

				Carmel IN, 46032



		UPS-SCS Account # :
(Auto-fills once final destination is selected)		UPS-SCS 
> 65kgs



		Deliver To (Final Destination): 		Deliver To:

				Address will auto-fill upon ATTN: selection

		              

		Notify Party:  
Include the NOTIFY PARTY on one of the 
documents (preferably the invoice)

EMAIL Following Documents to Notify Party:
• commercial invoice
• packing list
• express bill of lading 

		Notify Party for Schlage, AD Solutions, Elatec, and Triangle Brass Mfg Co, Inc DBA TRIMCO:
International Automated Brokers (IAB)
Steve Goding and James Goding
Phone: +1-619-671-3186 / +1-619-671-3185
Fax:  +1-619- 661-6490
Email both: sgoding@iab-sd.com and jamesg@iab-sd.com

Notify Party for Allegion Access Technologies LLC:
Kuehne+Nagel Inc
1440 Northland Drive, Suite 300
Mendota Heights, MN 55120
Email the following (all pre-alerts and documents should go to this email address):
USBRKMSPHUB@KUEHNE-NAGEL.COM
		 



		Special Requirements:      		For ALL Shipments
*  Include NAME and TELEPHONE NUMBER of Buyer/Planner on Documentation






		For Booking UPS SCS Shipments		For ALL Shipments
Phone: +1-913-693-6212
Email the following: ed.arquilla@ups.com



		UPS SCS Contact Escalation and Support		All initial inquiries should be sent to ed.arquilla@ups.com
For escalations on day to day issues please contact:

scscustomerservice@ups.com
Brenda Ransburg: ransburg.brenda@ups.com
Julie White: jmwhite@ups.com
Annetta Jackson: annettajackson@ups.com

If you encounter a situation that requires additional visibility or assistance, please contact:

Ed Arquilla: ed.arquilla@ups.com +1-630-544-4831
Andrew Brown: ADBrown@ups.com  +1-734-735-8522





		For UPS SCS Delivery Address Changes / Re-consignment		Please include "Allegion Routing Change" in the subject of the email. The body of the message should list shipment detail such as UPS-SCS tracking number,  Allegion reference number, shipper, current consignee name, address and change details. 







































US 

		ATTN:
(Select ONE of the following)		Deliver To:		Address will auto-fill upon ATTN: selection		Freight Plan Number will auto-fill upon ATTN: selection		UPS Parcel
< 65kgs		UPS-SCS 
> 65kgs		Sold To Party		Address

		Allegion-AD Systems_Everett, WA		AD Solutions, Inc.
c/o Allegion-AD Systems		2201 100th St. SW
Everett, WA 98204 USA		Freight Plan: 98204		R70Y08 (SHIP USING UPS EXPRESS SAVER)		710864406		AD Solutions, Inc.		2201 100th St. SW
Everett, WA 98204 USA

		Allegion-Brio USA_Everett, WA		AD Solutions, Inc.
c/o Allegion-Brio USA		2201 100th St. SW
Everett, WA 98204 USA		Freight Plan: 14623		39V36V (SHIP USING UPS EXPRESS SAVER)		710618661		AD Solutions, Inc.		2201 100th St. SW
Everett, WA 98204 USA

		Allegion-Steelcraft_Chino,CA		Schlage Lock Company LLC
c/o Allegion-Steelcraft		14575 Yorba Ave.
Chino, CA 91710 USA		Freight Plan: 72184		9W01R7 (SHIP USING UPS EXPRESS SAVER)		710618620		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Isonas_Boulder, CO		Isonas, Inc.
c/o Allegion-Isonas		929 Pearl St
Ste 200
Boulder, CO 80302 USA		Freight Plan: 80301		6W4F51 (SHIP USING UPS EXPRESS SAVER)		710932948		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Test Lab_Golden, CO		Schlage Lock Company LLC
c/o Allegion		500 Golden Ridge Rd.
Bldg 1
Golden, CO 80401 USA		Freight Plan: 80401		53AR98 (SHIP USING UPS EXPRESS SAVER)		705281707		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Schlage_Security, CO		Schlage Lock Company LLC
c/o Allegion		3899 Hancock Expressway
Security, CO 80911 USA		Freight Plan: 72392		9W02E7 (SHIP USING UPS EXPRESS SAVER)		710618554		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Schlage_Olathe, KS		Schlage Lock Company LLC
c/o Allegion		2119 E. Kansas City Rd.
Olathe, KS 66061 USA		Freight Plan: 72394		9W01R3 (SHIP USING UPS EXPRESS SAVER)		710618448		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-LCN_Princeton, IL		Schlage Lock Company LLC
c/o Allegion-LCN 		121 W. Railroad Ave.
Princeton, IL 61356 USA		Freight Plan: 72405		9W01F6 (SHIP USING UPS EXPRESS SAVER)		710618570		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Test Lab_Indianapolis, IN		Schlage Lock Company LLC
c/o Allegion		8750 Hague Road
Indianapolis, IN 46256 USA		Freight Plan: 03333		53AF97 (SHIP USING UPS EXPRESS SAVER)		709915383		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-GJ / IVES / Zero_Greenfield, IN		Schlage Lock Company LLC
c/o Allegion-GJ / IVES / Zero		7221 W County Rd 350 N.
Greenfield, IN 46140 USA		Freight Plan: 46219		53AR32 (SHIP USING UPS EXPRESS SAVER)		710618588		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Von Duprin_Indianapolis, IN		Schlage Lock Company LLC
c/o Allegion-Von Duprin		2720 Tobey Dr.
Indianapolis, IN 46219 USA		Freight Plan: 72404		9W02A3 (SHIP USING UPS EXPRESS SAVER)		710618604		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Steelcraft_Blue Ash, OH		Schlage Lock Company LLC
c/o Allegion-Steelcraft		9017 Blue Ash Rd.
Cincinnati, OH 45242 USA		Freight Plan: 97182		9W000Y (SHIP USING UPS EXPRESS SAVER)		710618612		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Kryptonite_Canton, MA		Schlage Lock Company LLC
c/o Allegion-Kryptonite 		437 Turnpike St.
Canton, MA 02021 USA		Freight Plan: 03320		444FY7 (SHIP USING UPS EXPRESS SAVER)		710618562		Schlage Lock Company LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion Access Technologies LLC_Farmington, CT		Allegion Access Technologies LLC c/o Allegion-Allegion Access Technologies LLC		65 Scott Swamp Rd
Farmington, CT 06032		Freight Plan: 20025		0E5426 (SHIP USING UPS EXPRESS SAVER)		059912147		Allegion Access Technologies LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion Access Technologies LLC_Greenfield, IN		Allegion Access Technologies LLC c/o Allegion-Allegion Access Technologies LLC		6825 W 400 N
Greenfield, IN 46140		Freight Plan: 20027		538E3X (SHIP USING UPS EXPRESS SAVER)		059912147		Allegion Access Technologies LLC		11819 N. Pennsylvania St.
Carmel, IN 46032 USA

		Allegion-Trimco Hardware_Oceanside, CA		Triangle Brass MFG Co, Inc DBA Trimco		1351 Rocky Pointe Drive
Oceanside, CA 92056 USA		Freight Plan: 92056		912438 (SHIP USING UPS EXPRESS SAVER)		709949424		Triangle Brass MFG Co, Inc DBA Trimco		1351 Rocky Pointe Drive
Oceanside, CA 92056 USA

		Allegion-Elatec Inc (USA)_Palm City, FL		Elatec Inc (USA)		1995 SW Martin Hwy
Palm City, FL 34990 USA		Freight Plan: 34990		2548X2 (SHIP USING UPS EXPRESS SAVER)		710618562		Elatec Inc (USA)		1995 SW Martin Hwy
Palm City, FL 34990 USA
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CTPAT

Minimum Security Criteria — Foreigh Manufacturers

October 2021

Note: Criteria ID numbers may not be sequential. ID numbers not listed are not applicable to Foreign Manufacturers.

First Focus Area: Corporate Security

)‘ U.S. Customs and
S/ Border Protection

Security Vision & Responsibility — For a CTPAT Member’s supply chain security program to become and remain effective, it must have

the support of a company’s upper management. Instilling security as an integral part of a company’s culture and ensuring that it is a
companywide priority is in large part the responsibility of the company’s leadership.

Criteria

Implementation Guidance

Must /
Should

1.1 In promoting a culture of security, CTPAT Members should Statement of supportshould highlight the importance of protecting Should
demonstrate their commitment to supply chainsecurity and the supply chain from criminal activities such as drug trafficking,
the CTPAT Program through a statement of support. The terrorism, humansmuggling, and illegal contraband. Senior company
statementshould be signed by a senior company official and officials who should support and sign the statement may include the
displayed in appropriate company locations. president, CEO, generalmanager, or security director. Areas to
display the statement of supportinclude the company's website, on
postersin key areas of the company (reception; packaging;
warehouse; etc.), and/or be part of companysecurity seminars, etc.
1.2 | To buildarobustSupply Chain Security Program, acompany Supply Chain Security has amuch broader scope than traditional Should

should incorporate representatives from all of the relevant
departmentsinto a cross-functional team.

These new security measures shouldbe includedin existing
company procedures, whichcreates a more sustainable
structure and emphasizes that supplychainsecurity is
everyone's responsibility.

security programs. Itis intertwined with Security, in many
departments such as Human Resources, Information Technology,
and Import/Export offices. Supply Chain Security programs builton a
more traditional, security department-based model may be less
viable over the long run because the responsibility to carry outthe
security measures are concentrated among fewer employees, and,
as a result, may be susceptible to the loss of key personnel.
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Criteria

The supply chain security program must be designed with,
supported by, and implemented by an appropriate written
review component. The purpose of this review componentis to
documentthatasystemisin place whereby personnel are held
accountable for their responsibilities and all security
procedures outlined by the security program are beingcarried
outas designed. The review plan must be updated as needed
based on pertinent changes in an organization’s operations and
level of risk.

Implementation Guidance

The goal of a review for CTPAT purposesisto ensurethatits
employees are followingthe company’s security procedures. The
review process does not haveto be complex. The Member decides
the scope of reviews and how in-depth they will be - based on its
role in the supply chain, business model, levelof risk, and variations
between specific locations/sites.

Smaller companies may create a very simple review methodology;
whereas, alarge multi-national conglomerate may needa more
extensive process, and may need to consider various factors suchas
local legal requirements, etc. Some large companies may already
have a staff of auditors that could be leveraged to help with security
reviews.

A Member may choose to use smaller targetedreviews directed at
specific procedures. Specializedareasthatare key to supply chain
security suchasinspections and seal controls may undergoreviews
specific to those areas. However, itis useful to conductan overall
general review periodically to ensure that all areas of the security
program are working as designed. If amember is already conducting
reviews as part of its annual review, that process could suffice to
meet thiscriterion.

For members with high-risksupply chains(determined by their risk
assessment), simulation or tabletop exercises may be includedin the
review programto ensure personnel will know how to reactin the
eventofarealsecurity incident.

Must

14

The company’s point(s) of contact (POC)to CTPAT must be
knowledgeable about CTPAT program requirements. These
individuals need to provide regular updates to upper
managementon issues related to the program, including the
progress or outcomes of any audits, security related exercises,
and CTPAT validations.

CTPAT expects the designated POC to be a proactive individual who
engagesand isresponsive to his or her Supply Chain Security
Specialist. Membersmay identifyadditional individualswho may
help supportthis functionby listing them as contacts in the CTPAT
Portal.

Must
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2. Risk Assessment — The continuing threat of terrorist groups and criminal organizations targeting supply chains underscoresthe need
for Membersto assess existing and potential exposure to these evolving threats. CTPAT recognizes that whena company has multiple
supply chains with numerous business partners, it faces greater complexity in securing those supply chains. When a company has
numerous supply chains, it should focus on geographical areas/supply chains that have higher risk.

When determining risk within their supply chains, Members must consider various factors such as the business model, geographic
location of suppliers, and other aspects that may be unique to a specific supply chain.

Key Definition: Risk — A measure of potential harm from an undesirable eventthat encompassesthreat, vulnerability, and
consequence. What determines the level of risk is how likely it is that a threat will happen. A high probability of an occurrence will
usually equate to a high level of risk. Risk may not be eliminated, but it can be mitigated by managing it — lowering the vulnerability or
the overall impact on the business.

Must /

Criteria Implementation Guidance should

CTPAT Members mustconductand | The overall risk assessment (RA) is made up of two key parts. The first partis a self-assessment of
documentthe amountofriskin their | the Member’s supply chain security practices, procedures, and policies within the facilities that it

supply chains. CTPAT Members controlsto verifyits adherence to CTPAT s minimum-security criteria, and an overall management
mustconductan overall risk review of howitis managingrisk.

assessment (RA) to identifywhere

security vulnerabilities may exist. The second part of the RA is the international riskassessment. This portion of the RAincludes the
The RA mustidentify threats, assess | identificationof geographical threat(s)basedon the Member's business model and rolein the
risks, and incorporate sustainable supply chain. When looking atthe possibleimpact of eachthreat on the security of the member’s

measures to mitigate vulnerabilities. | supply chain, the memberneeds a methodto assess or differentiate between levels of risk. A
The member must take into account | simple method is assigning the level of riskbetweenlow, medium, and high.

CTPAT requirements specificto the
member’sroleinthe supplychain. CTPAT developed the Five Step Risk Assessment guide as an aid to conductingthe international risk
assessment portionof a member’s overall riskassessment, and it can be foundon U.S. Customs
and Border Protection’s website at https://www.cbp.gov/document/guides/supply-chain-risk-
assessment-guide.

For Memberswith extensive supply chains, the primaryfocus is expectedto be on areas of higher
risk.
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Criteria

The international portionof the risk
assessmentshould documentor
map the movement of the Member’s
cargo throughoutits supply chain
fromthe pointof origin to the
importer’s distribution center. The
mapping should include all business
partnersinvolved both directly and
indirectlyin the
exportation/movement of the
goods.

As applicable, mapping should
include documenting how cargo
movesin and out of transport
facilities/cargo hubs and noting if the
cargois “at rest” atone of these
locations for an extended period of
time. Cargo is more vulnerable when
“at rest,” waiting to move to the
nextlegofitsjourney.

Implementation Guidance
When developing a process to map supply chains, highrisk areas are the first to be considered.

When documenting the movement of all cargo, the Member is to considerall applicable involved
parties - including those who will only be handling the import/export documents such as customs
brokersand others that may notdirectlyhandle the cargo, but may have operational control such
as Non Vessel Operated Common Carriers (NVOCGCs) or Third Party Logistics Providers (3PLs). If
any portion of the transportis subcontracted, this may also be considered because the more
layers of indirect parties, the greater riskinvolved.

The mapping exercise involves lookingmore in-depth at how your supply chain works. Besides
identifying risks, it may also serve to find areas where a supply chain is inefficient, which may
resultin finding ways to decrease costs or lead times for receiving products.

Should

2.3 Risk assessments must be reviewed | Circumstances that may requirearisk assessmentto be reviewed more frequently than oncea Must
annually, or more frequently asrisk | year includeanincreasedthreatlevel fromaspecificcountry, periods of heightenedalert,
factors dictate. following asecurity breachor incident, changes in business partners, and/orchanges in corporate
structure/ownership suchas mergers and acquisitionsetc.
2.4 | CTPATMembers shouldhave written | A crisis may include the disruption of the movement of trade data due to a cyberattack, afire,or | Should

proceduresin place that address
crisis management, business
continuity, security recoveryplans,
and business resumption.

a carrierdriver being hijacked by armed individuals. Basedon risk and where the Member
operates or sourcesfrom, contingency plans may include additional security notificationsor
support; and how to recover what was destroyedor stolenand returnto normal operating
conditions.
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3. Business Partners — CTPAT Members engage with a variety of business partners, both domestically and internationally. For those
business partners who directly handle cargo and/or import/export documentation, it is crucial for the Member to ensure that these
business partners have appropriate security measuresin place to secure the goods throughout the international supply chain. When
business partners subcontract certain functions, an additional layer of complexity is added to the equation, which must be

considered when conducting a risk analysis of a supply chain.

Key Definition: Business Partner — A business partner is any individual or company whose actions may affect the chain of custody
security of goods being imported to or exported fromthe United States viaa CTPAT Member’s supply chain. A business partner may
be any party that provides a service to fulfila need within a company’s international supply chain. These roles include all parties
(both directly and indirectly) involved in the purchase, document preparation, facilitation, handling, storage, and/or movement of
cargo for, or on behalf, of a CTPAT Importer or Exporter Member. Two examples of indirect partners are subcontracted carriers and
overseas consolidation warehouses—arranged for by an agent/logistics provider.

Criteria

screening new business partners and for monitoringcurrent
partners. Afactorthat Membersshould includein this
processis checks on activity related to moneylaundering and
terrorist funding. To assist with this process, please consult
CTPAT’s Warning Indicators for Trade-Based Money
Launderingand Terrorism Financing Activities.

CTPAT Members must have awritten, risk based process for

Implementation Guidance

The following are examples of some of the vetting elements that can help
determineif acompanyis legitimate:

* Verifying the company’s business address and how long theyhave been
at that address;

¢ Conducting research onthe internet on both the companyand its
principals;

¢ Checkingbusiness references; and

* Requestingacreditreport.

Examples of business partners that need to be screened are direct
business partnerssuch as manufacturers, product suppliers, pertinent
vendors/service providers, and transportation/logistics providers. Any
vendors/service providers that are directly relatedto the company’s
supply chain and/orhandle sensitive information/equipment are also
included onthe listto be screened; thisincludes brokers or contracted IT
providers. How in-depthto make the screening depends on the level of
risk in the supply chain.

Must /

Should
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Criteria

The business partnerscreening process must take into
accountwhetherapartnerisa CTPAT Member or amember
inan approvedAuthorized Economic Operator (AEO)
program with a Mutual Recognition Arrangement (MRA) with
the United States (or an approved MRA). Certificationin
either CTPAT or an approved AEO is acceptable proof for
meeting programrequirements for business partners, and
Members must obtain evidence of the certificationand
continue to monitorthese business partners to ensure they
maintain their certification.

Implementation Guidance

Business partners’ CTPAT certification may be ascertainedviathe CTPAT
Portal’s Status Verification Interface system.

If the business partner certification is fromaforeign AEO programunder
an MRA with the United States, the foreign AEO certification will include
the security component. Members may visit the foreign Customs
administration’s website where the names of the AEOs of that Customs
administration are listed, or request the certification directly from their
business partners.

Current UnitedStates MRAs include: New Zealand, Canada, Jordan,
Japan, South Korea, the European Union (27 member states), Taiwan,
Israel, Mexico, Singapore, the Dominican Republic, Peru, the United
Kingdom, and India.

35

When a CTPAT Member outsourcesor contracts elements of
its supply chain, the Member must exercise due diligence (via
visits, questionnaires, etc.) to ensure these business partners
have security measures in place that meet or exceed CTPAT’s
Minimum Security Criteria (MSC).

Importers and exporters tendto outsource a large portionof their supply
chain activities. Importers(and some exporters) are the parties in these
transactions that usually have leverage over their business partners and
canrequirethatsecuritymeasures are implemented throughout their
supply chains, as warranted. Forthose business partnersthatare not
CTPAT or accepted MRA members, the CTPAT Member will exercise due
diligenceto ensure (when it has the leverage to do so) that these
business partnersmeetthe program’s applicable security criteria.

To verify adherence to securityrequirements, importers conduct security
assessments of their business partners. The processto determine how
much information is to be gatheredregarding a business partner’s
security programis based on the Member’s risk assessment, and if
numerous supply chains, high-risk areasare the priority.

Determiningif a business partneris compliant with the MSC can be
accomplished in several ways. Based on risk, the company may conduct
an onsite audit at the facility, hire a contractor/service providerto
conductan onsite audit, or use a security questionnaire. If security

Must
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Criteria Implementation Guidance

guestionnaires are used, the levelof risk will determine the amount of
detail or evidencerequiredto be collected. More details may be
required from companies located in high-riskareas. If aMember is
sending a security questionnaire to its business partners, consider
requiring the following items:

*Name and title of the person(s) completingit;

eDate completed;

eSignature of the individual(s) who completed the document;
**Signature of a senior company official, security supervisor, or
authorized companyrepresentative to attest to the accuracyof the
questionnaire;

*Provide enoughdetail in responses to determine compliance; and
eBased onrisk, and if allowed by local security protocols, include
photographicevidence, copies of policies/procedures, and copies of
completedforms like Instruments of International Trafficinspection
checklists and/orguard logs.

*Signaturesmay be electronic. If asignature is difficult to obtain/verify,
the respondent may attest to the questionnaire’s validity via email, and
that the responses and any supporting evidence was approved by a
supervisor/manager (nameand title are required).
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Criteria

If weaknesses are identified during business partners’
security assessments, they must be addressedas soon as
possible, and corrections must be implemented in atimely
manner. Members must confirm that deficiencies have been
mitigated via documentary evidence.

Implementation Guidance

CTPAT recognizes that there will be different timelines for making
corrections basedon whatis needed forthe correction. Installing
physical equipment usually takes longer than a procedural change, but
the security gap must be addressedupondiscovery. For example, If the
issue isreplacinga damaged fence, the process to purchase anew fence
needs to startimmediately (addressing the deficiency) and the
installation of the new fence (the corrective action) needs to take place
as soon asit is feasible.

Based on the level of risk involved and the importance of the weakness
found, some issues may requireimmediate attention. Ifitisa deficiency
that may jeopardize the security of a container, forinstance, it should be
addressedas soon as possible.

Some examples of documentary evidence may include copiesof
contracts for additional security guards, photographstaken of anewly
installed security camera orintrusion alarm, or copies of inspection
checklists, etc.
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Criteria

To ensuretheirbusiness partners continue to comply with
CTPATs securitycriteria, Members should update their
security assessments of their business partnerson aregular
basis, or as circumstances/risks dictate.

Implementation Guidance

Periodically reviewing business partners’ security assessments is
importantto ensure thatastrong security programis still in place and
operating properly. If amember never required updates to its
assessment of a business partner’s security program, the Member would
not know that aonce viable program was no longer effective, thus
putting the member’s supply chain atrisk.

Deciding on how often to review a partner’s securityassessmentis based
on the Member’s riskassessment process. Higher risk supply chains
would be expected to have more frequent reviews than low risk ones. If
a Member is evaluating its business partner’s security by in personvisits,
it may want to consider leveraging othertypes of required visits. For
example, cross-train personnel that test for quality control to also
conduct security verifications.

Circumstances that may require the self-assessment to be updated more
frequently include an increased threat level fromasource country,
changesin sourcelocation, new criticalbusiness partners (those that
actually handle the cargo, provide securityto a facility, etc.).

Should

3.8

For inbound shipments to the United States, if a Member
subcontracts transportationservices to another highway
carrier,the Member must use a CTPAT certified highway
carrieror a highway carrier that works directlyfor the
Member as delineated through a written contract. The
contract muststipulate adherence to all minimum security
criteria (MSC) requirements.

The carriershould provide alist of subcontracted carriers and drivers to
the facilities where it picks up and delivers cargo. Anychangesto the
subcontractor list should be immediately conveyedto relevant partners.

When reviewing service providers for compliance, the Member should
verify thatthe company subcontracted is actuallythe company
transporting the loads—and has not further subcontractedloads without
approval.

Members should limit subcontracting transportation services to one level
only. Ifexceptions areallowedfor further subcontracting, the CTPAT
Member and the shipper should be notified that the load was further
subcontracted.

Must
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Criteria

CTPAT Members musthaveadocumented social
compliance programin placethat, ataminimum, addresses
how the company ensures goods importedinto the United
States were not mined, produced or manufactured, wholly
orin part, with prohibited forms of labor, i.e., forced,
imprisoned, indentured, or indentured child labor.

Implementation Guidance

The private sector’s efforts to protect workers’ rights in their operations
and supply chains can promote greater understanding of laborlaws and
standards and mitigate poor labor practices. These efforts also create an
environmentforbetter worker-employerrelations and improve a
company’s bottomline.

Section 307 of the Tariff Actof 1930(19 U.S.C. § 1307) prohibits the
importation of merchandise mined, produced or manufactured, whollyor
in part, in any foreign country by forced orindentured child labor—
including forced child labor.

Forced Laboris defined by the International Labor Organization’s
ConventionNo. 29 as all work or service exacted from any person under
the menace of any penalty and for which the said person has not offered
himself voluntarily.

A social compliance programis a setof policies and practices through
which acompany seeks to ensure maximum adherence to the elements
of its code of conduct that coversocial and laborissues. Social
compliancerefers to how a business addresses its responsibilities in
protecting the environment, as well as the health, safety, and rights of its
employees, the communities in whichthey operate, and the lives and
communities of workers along their supply chains.
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4. Cybersecurity —In today’s digital world, cybersecurity is the key to safeguarding a company’s most precious assets — intellectual
property, customer information, financial and trade data, and employee records, among others. With increased connectivity to the
internet comes the risk of a breach of a company’s information systems. This threat pertains to businesses of all types and sizes.
Measuresto secure a company’s information technology (IT) and data are of paramount importance, and the listed criteria provide a
foundation for an overall cybersecurity program for Members.

Key Definitions: Cybersecurity — Cybersecurity is the activity or processthat focuses on protecting computers, networks, programs,
and data from unintended or unauthorized access, change or destruction. It is the process of identifying, analyzing, assessing, and
communicating a cyber-related risk and accepting, avoiding, transferring, or mitigating it to an acceptable level, considering costs
and benefits taken.

Information Technology (IT) — IT includes computers, storage, networking and other physical devices, infrastructure and processes
to create, process, store, secure, and exchange all forms of electronic data.

. . . Must /
Criteria Implementation Guidance should
4.1 | CTPATMembers musthave comprehensive written Members are encouragedto follow cybersecurity protocols thatare basedon Must
cybersecurity policies and/or procedures to protect recognizedindustry frameworks/standards. The *National Institute of
information technology (IT) systems. The written IT Standards and Technology (NIST) is one suchorganization that provides a
policy, ata minimum, must cover all of the individual | Cybersecurity Framework (https://www.nist.gov/cyberframework) that offers
Cybersecurity criteria. voluntary guidance based upon existing standards, guidelines, and practices

to help manage and reduce cybersecurity risks bothinternallyand externally.
It can be used to help identify and prioritize actions forreducing
cybersecurity risk, and itis a tool for aligning policy, business, and
technological approaches to managing that risk. The Framework
complements an organization’s risk management process and cybersecurity
program. Alternatively, an organizationwithout an existing cybersecurity
program can use the Frameworkas areference to establishone.

*NISTis a non-regulatory federal agency under the Department of Commerce
that promotes and maintains measurement standards, and itis the
technologystandards developer for the federal government.
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Criteria

To defendInformation Technology (IT) systems against
common cybersecurity threats, a company must install
sufficient software/hardware protection from
malware (viruses, spyware, worms, Trojans, etc.) and
internal/external intrusion (firewalls) in Members'
computer systems. Members must ensure that their
security softwareis currentand receives regular
security updates. Members must have policiesand
procedures to prevent attacks via socialengineering. If
a databreach occurs or anotherunseeneventresults
inthe loss of data and/or equipment, procedures must
include the recovery (orreplacement) of IT systems
and/or data.

Implementation Guidance

Must

43

CTPAT Members using network systems must regularly
testthe security of their ITinfrastructure. If
vulnerabilities are found, corrective actions must be
implementedas soon as feasible.

A secure computer network is of paramountimportance to a business, and
ensuringthatitis protectedrequires testing on aregular basis. This can be
done by scheduling vulnerability scans. Just like a security guardchecks for
open doorsand windows ata business, a vulnerability scan (VS) identifies
openings on yourcomputers (open ports and IP addresses), their operating
systems, and software throughwhichahackercould gain access to the
company’s IT system. The VS does this by comparing the results of its scan
againsta database of known vulnerabilities and produces a correction report
for the businessto actupon. Thereare many free and commercial versions
of vulnerabilityscanners available.

The frequency of the testing will depend on various factors including the
company’s business model and level of risk. For example, companies should
run these tests wheneverthere are changes to a business’s network
infrastructure. However, cyber-attacks are increasing amongall sizes of
businesses, and this needs to be considered when designing a testing plan.

Must
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Criteria

Cybersecurity policiesshouldaddress how a Member
sharesinformationon cybersecurity threats with the
governmentand other business partners.

Implementation Guidance

Members are encouragedto share information on cybersecurity threats with
the governmentand business partners within their supply chain. Information
sharingis a key part of the Department of Homeland Security's missionto
create shared situational awareness of malicious cyber activity. CTPAT
Members may wantto join the National Cybersecurityand Communications
Integration Center (NCCIC- https://www.us-cert.gov/nccic). The NCCIC
sharesinformationamong public and private sector partnersto build
awareness of vulnerabilities, incidents, and mitigations. Cyber and industrial
control systems users cansubscribe to information products, feeds, and
services atno cost.

Should

4.5

A system must be in place to identify unauthorized
access of IT systems/data or abuse of policies and
proceduresincludingimproper access of internal
systems or external websites and tampering or
altering of businessdata by employees or contractors.
Allviolators must be subjectto appropriate
disciplinaryactions.

Must

4.6

Cybersecurity policiesand procedures must be
reviewed annually, or more frequently, as risk or
circumstances dictate. Followingthe review, policies
and procedures must be updatedif necessary.

An example of a circumstance that would dictate a policy update soonerthan
annually is acyber attack. Using the lessons learned from the attack would
help strengthen a Member's cybersecurity policy.

Must

4.7

User access must be restricted based on job
description or assigned duties. Authorized access must
be reviewed on aregular basis to ensure access to
sensitive systems is based on jobrequirements.
Computer and networkaccess must be removed upon
employee separation.

Must
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Criteria

Individuals with access to Information Technology (IT)
systems must use individuallyassignedaccounts.

Accessto IT systems must be protectedfrom
infiltration viathe use of strong passwords,
passphrases, or other forms of authentication, and
user accessto IT systems must be safeguarded.

Passwords and/or passphrases must be changed as
soon as possible if there is evidence of compromise or
reasonable suspicion of a compromise exists.

Implementation Guidance

To guard IT systems againstinfiltration, useraccess must be safeguarded by
going through an authentication process. Complexlogin passwords or
passphrases, biometric technologies, and electronic ID cards are three
differenttypes of authentication processes. Processes that use morethan
one measureare preferred. Theseare referredto as two-factor
authentication (2FA) or multi-factor authentication (MFA). MFAis the most
secure becauseitrequires a user to present two or more pieces of evidence
(credentials) to authenticate the person’s identity during the log-on process.

MFAs can assistin closing network intrusions exploited by weak passwords or
stolen credentials. MFAs canassistin closing these attack vectors by
requiring individuals to augment passwords or passphrases (somethingyou
know) with something you have, like atoken, or one of your physical features
- abiometric.

If using passwords, they need to be complex. The National Institute of
Standards and Technology's (NIST) NIST Special Publication 800-63B: Digital
Identity Guidelines, includes password guidelines
(https://pages.nist.gov/800-63-3/sp800-63b.html). It recommends the use of
long, easy to remember passphrases instead of words with special characters.
These longer passphrases (NIST recommends allowingup to 64 charactersin
length) are considered much harder to crack because they are made up of an
easily memorized sentence or phrase.

4.9

Members that allow their users to remotely connect
to anetwork must employ secure technologies, such
as virtual private networks (VPNs), to allow employees
to access the company’sintranetsecurely when
located outside of the office. Members mustalso
have procedures designedto prevent remote access
fromunauthorized users.

VPNs are notthe only choiceto protect remote access to a network. Multi-
factor authentication (MFA) is another method. An example of a multi-factor
authentication would be atokenwith a dynamic security code thatthe
employee musttype in to accessthe network.

Must
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Criteria

If Members allow employees to use personal devices
to conduct company work, all such devices must
adhere to the company’s cybersecurity policies and
procedures toincluderegularsecurity updatesand a
method to securely access the company’s network.

Implementation Guidance

Personal devicesinclude storage media like CDs, DVDs, and USB flash drives.
Care mustbe taken if employees are allowed to connect their personal media
to individual systems since these data storage devices may be infected with
malware that could propagate using the company’s network.

411

Cybersecurity policiesand procedures should include
measures to prevent the use of counterfeitor
improperly licensedtechnological products.

Computer softwareis intellectual property (IP) ownedby the entity that
created it. Without the express permission of the manufacturer or publisher,
itisillegal to install software, no matter howitis acquired. That permission
almost always takes the form of a license from the publisher, which
accompanies authorized copies of software. Unlicensed softwareis more
likely to fail as aresult of an inability to update. Itis more proneto contain
malware, rendering computers and theirinformation useless. Expect no
warranties or support forunlicensed software, leaving your company on its
own to deal with failures. Thereare legal consequences for unlicensed
software as well, includingstiff civil penalties and criminal prosecution.
Software pirates increase costs to users of legitimate, authorized software
and decrease the capital available to investin research and development of
new software.

Members may want to have a policy thatrequires product keylabelsand
certificates of authenticityto be kept whennew media is purchased. CDs,
DVDs, and USB mediainclude holographicsecurity features to help ensure
you receive authentic products and to protect against counterfeiting.

Should
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Criteria

Data should be backedup onceaweekoras
appropriate. All sensitive and confidential data should
be stored in an encrypted format.

Implementation Guidance

Data backups shouldtake place as data loss may affectindividuals within an
organization differently. Daily backups are also recommended in case
productionor sharedservers are compromised/lose data. Individual systems
may require less frequent backups, depending on what type of informationis
involved.

Media used to store backupsshould preferably be stored at a facility offsite.
Devices used for backing up data should notbe on the same networkas the
one used for production work. Backingup data to a cloud is acceptable as an
“offsite” facility.

Should

413

All media, hardware, or otherIT equipment that
contains sensitive informationregarding the
import/export process must be accounted forthrough
regular inventories. Whendisposed, they must be
properlysanitizedand/or destroyed in accordance
with the National Institute of Standards and
Technology (NIST) Guidelines for Media Sanitization or
other appropriateindustryguidelines.

Some types of computer media are hard drives, removable drives, CD-ROM or
CD-Rdiscs, DVDs, or USBdrives.

The National Institute for Systems and Technology (NIST) has developed the
government’s data media destructionstandards. Members may want to
consult NIST standards for sanitization and destruction of IT equipment and
media.

Media Sanitization:
https://www.nist.gov/publications/nist-special-publication-800-88-revision-1-
guidelines-media-sanitization

Must
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Second Focus Area: Transportation Security

. Conveyance and Instruments of International Traffic Security — Smuggling schemes ofteninvolve the modification of conveyances
and Instruments of International Traffic (IIT), or the hiding of contraband inside IIT. This criteria category covers security measures
designedto prevent, detect, and/or deter the altering of IIT structures or surreptitious entry into them, which could allow the
introduction of unauthorized material or persons.

At the point of stuffing/loading, procedures needto be in place to inspect IIT and properly seal them. Cargo in transit or “at rest” is
under less control, and is therefore more vulnerable to infiltration, which is why seal controls and methods to track
cargo/conveyances in transit are key security criteria.

Breaches in supply chains occur most often during the transportation process; therefore, Members must be vigilant that these key
cargo criteria be upheld throughout their supply chains.

Key Definition: Instruments of International Traffic (IIT) = ITT includes containers, flatbeds, unit load devices (ULDs), lift vans, cargo
vans, shipping tanks, bins, skids, pallets, caul boards, cores for textile fabrics, or other specialized containers arriving (loaded or
empty), in use or to be usedin the shipment of merchandise in international trade.

Criteria Implementation Guidance

Conveyances and Instruments of International Traffic (lIT) mustbe The secure storage of conveyances and Instruments of

storedin asecureareato prevent unauthorized access, which could International Traffic (both empty and full) isimportant to guard
resultin an alteration to the structure of an Instrument of againstunauthorizedaccess.

International Trafficor (as applicable) allow the seal/doors to be
compromised.

5.2 | The CTPATIinspection process must have written procedures forboth | With the prevalence of smuggling schemes thatinvolve the Must
security and agricultural inspections. modification of conveyances or Instruments of International
Traffic, itis imperative that Members conduct inspections of
conveyances and Instruments of International Trafficto look for
visible pests and serious structural deficiencies. Likewise, the
prevention of pest contamination via conveyances and IIT is of
paramountconcern, so an agricultural component has been
added to the security inspection process.
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Criteria

Implementation Guidance

Pest contamination is defined as visible forms of animals, insects
or other invertebrates (alive or dead, in any lifecycle stage,
including egg casings or rafts), or any organic material of animal
origin (including blood, bones, hair, flesh, secretions, excretions);
viable or non-viable plants or plant products (including fruit,
seeds, leaves, twigs, roots, bark); or other organic material,
including fungi; or soil, or water; where such products are not the
manifested cargo within instruments of international traffic (i.e.
containers, unitload devices, etc.).

53

CTPAT Members must ensure that the following systematic CTPAT
security and agricultural inspections are conducted. Requirements for
these inspectionswill vary depending uponif the supplychainis land-
based (Canada or Mexico) or if the supply chainoriginatesoverseas
(ocean and air modes). Prior to stuffing/packing, all empty
Instruments of International Traffic (1IT) must be inspected, and
conveyances mustalso be inspectedwhenthey arecrossingland
bordersinto the United States.

Inspection requirements for CTPAT shipments via ocean, air, and land
borders (as applicable) by rail or intermodal freight:

A seven-pointinspection must be conductedon all empty containers
and unitload devices (ULDs); and an eight-pointinspection must be
conducted on all empty refrigerated containers and ULDs:

1.Frontwall;

2. Leftside;

3.Rightside;

4.Floor;

5. Ceiling/Roof;

6.Inside/outside doors, including the reliability of the
locking mechanisms of the doors;

7.0utside/Undercarriage; and

8.Fan housing on refrigerated containers.

Security and agriculturalinspections are conducted on
instruments of international traffic (IIT) and conveyances to
ensure their structures have not been modified to conceal
contraband or have been contaminated with visible agricultural
pests.

Expectations foroverseas supply chains areto inspectall
instruments of IIT at the point of stuffing/packing. However, if an
ocean/air based supply chain is higher risk, it may warrant
including more extensive inspection procedures to include
conveyances and/or inspections at marine portterminals or air
logistics facilities. Usually, there are higherlevelsof risk involved
in shipments with land border crossings, which is why both the
conveyanceand lITundergo multipleinspections.

Some examples of IIT for various modes are oceancontainers,
refrigerated containers/trailers, over-the-road trailers, flatbed
trailers, tank containers, rail/boxcars, hoppers, and unitload
devices (ULDs).

The Public LibrarySection of the CTPAT Portal contains training
material on security and agricultural conveyance/Instruments of
International Trafficinspections.

Must
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Criteria Implementation Guidance

Additional inspection requirements forland border crossings via
highway carriers:

Inspections of conveyances and lIT must be conducted at
conveyance/IIT storage yards.

Wherefeasible, inspections must be conducted upon entering and
departing the storage yards and at the point of loading/stuffing.
These systematic inspections mustinclude 17-pointinspections:

Tractors:

1.Bumper/tires/rims;

2.Doors, tool compartments and locking mechanisms;
3.Battery box;

4. Air breather;

5. Fuel tanks;

6. Interior cab compartments/sleeper; and
7.Faring/roof.

Trailers:

.Fifth wheel area - check naturalcompartment/skid plate;
.Exterior - front/sides;

.Rear - bumper/doors;

.Frontwall;

.Leftside;

.Rightside;

.Floor;

.Ceiling/roof;

.Inside/outside doors and locking mechanisms; and
10.0utside/Undercarriage.

Coo~NOOCULLE WNBE
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Criteria

Conveyances and Instruments of International Traffic (as appropriate)
must be equippedwith external hardware that can reasonably
withstand attempts to remove it. The door, handles, rods, hasps,
rivets, brackets, and all other parts of a container’s locking mechanism
must be fully inspected to detect tampering and any hardware
inconsistencies prior to the attachment of any sealing device.

Implementation Guidance

Consider using containers/trailers with tamper resistant hinges.
Members may also place protective plates or pins on atleast two
of the hinges of the doors and/or place adhesive seal/tape over
at leastone hinge on eachside.

55

The inspectionof all conveyances and empty Instruments of
International Trafficshould be recorded on a checklist. The following
elements should be documented on the checklist:

¢ Container/Trailer/Instruments of International Trafficnumber;

¢ Date of inspection;

¢ Time of inspection;

¢ Name of employee conducting the inspection; and

e Specific areas of the Instruments of International Traffic that were
inspected.

If the inspections are supervised, the supervisor should also sign the
checklist.

The completed container/Instruments of International Traffic
inspection sheet shouldbe part of the shipping documentation
packet. The consignee should receive the complete shipping
documentation packet priorto receiving the merchandise.

Should

5.6

All security inspections should be performedin an area of controlled
access and, if available, monitored viaa CCTV system.

Should
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Criteria

Implementation Guidance

If visible pest contaminationis found during the Keepingrecords on the types of contaminants found, where they
conveyance/Instruments of International Traffic inspection, were found (conveyance location), and how the pest
washing/vacuuming must be carried outto removesuch contamination was eliminated, are helpful actions that may assist
contamination. Documentation must be retainedfor oneyearto Membersin preventing future pest contamination.
demonstrate compliance with theseinspection requirements.
5.8 | Based onrisk, management personnel shouldconductrandom Supervisorysearches of conveyances are conducted to counter Should
searchesof conveyancesafter the transportation staff have internal conspiracies.
conducted conveyance/Instruments of International Traffic
inspections. As a bestpractice, supervisors can hide an item (like a toy or
coloredbox) in the conveyance to determineif the field test
The searches of the conveyance should be done periodically, with a screener/conveyance operator findsit.
higher frequency based on risk. The searches shouldbe conducted at
random without warning, so they will not become predictable. The Supervisorypersonnel could be a security manager, held
inspections shouldbe conducted at variouslocations wherethe accountableto senior management for security, or other
conveyanceis susceptible: the carrieryard, after the truck has been designated management personnel.
loaded, and en route to the United States border.
5.14 | CTPAT Members shouldwork with theirtransportation providers to Should
track conveyances from origin to final destination point. Specific
requirements for tracking, reporting, and sharing of data should be
incorporated within termsof service agreements with service
providers.
5.15 | Shippersshould have access to their carrier's GPS fleet monitoring Should
system, so they may track the movement of their shipments.
5.16 | Forland bordershipments thatare in proximity to the United States Cargo atrestis cargo atrisk. Scheduled stops would notbe Should
border, a “no-stop” policy should beimplemented with regard to covered by this policy, but would have to be considered in an
unscheduled stops. overall tracking and monitoringprocedure.
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Criteria Implementation Guidance

In areas of high risk, and immediately priorto arrival at the border Should
crossing, CTPAT Members shouldincorporate a "last chance"
verification process for U.S. bound shipments for checking
conveyances/Instruments of International Traffic for signs of
tamperingto includevisual inspections of conveyances and the VVTT
seal verification process. Properly trainedindividuals should conduct
the inspections.

V —View seal and containerlocking mechanisms; ensure theyare OK;
V — Verify seal numberagainst shipment documents for accuracy;
T—-Tugon seal to make sure itis affixed properly;

T—Twist and turn the boltseal to make sure its components do not
unscrew, separate fromoneanother, or any part of the seal becomes
loose.

5.29 | If a credible (or detected) threatto the security of a shipmentor Must
conveyanceis discovered, the Member mustalert (as soon as feasibly
possible) any business partnersin the supply chain that may be
affected and any law enforcement agencies, as appropriate.

CTPAT Minimum Security Criteria—Foreign Manufacturers | October 2021
Page 22





6. Seal Security — The sealing of trailers and containers, to include continuous seal integrity, continues to be a crucial elementof a secure
supply chain. Seal security includes having a comprehensive written seal policy that addresses all aspects of seal security; using the
correct seals per CTPAT requirements; properly placing a seal on an IIT, and verifying that the seal has been affixed properly.

Must /
Should

6.1 CTPAT Members must have detailed, written high-security seal procedures Must
that describe how seals are issued and controlled at the facility and during
transit. Procedures must provide the stepsto take if aseal is altered,
tampered with, or has the incorrect seal number, including documentation
of the event, communication protocols to partners, and investigation of the
incident. The findings from the investigation must be documented, and any
corrective actions must be implementedas quicklyas possible.

Criteria Implementation Guidance

These written procedures must be maintainedat the local operating level
so that they are easily accessible. Procedures must be reviewed at least
once ayear and updated as necessary.

Written seal controlsmustinclude the following elements:

Controlling Access to Seals:
¢ Managementof sealsis restricted to authorized personnel.
e Securestorage.

Inventory, Distribution, & Tracking (Seal Log):

¢ Recordingthe receipt of new seals.

¢ Issuance of sealsrecorded in log.

¢ Track sealsviathe log.

¢ Only trained, authorized personnel may affix seals to Instruments of
International Traffic (IIT).

Controlling Seals in Transit:

* When picking up sealed IIT (or after stopping) verify the seal is intact with
no signs of tampering.

¢ Confirmthe seal number matches whatis noted on the shipping
documents.
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Criteria

Seals Broken in Transit:

¢ If a load is examined, recordthe replacement seal number.

¢ The driver mustimmediately notify dispatch when a seal is broken,
indicate who broke the seal, and provide the new seal number.

¢ The carrier mustimmediately notifythe shipper, broker, and importer of
the seal change and the replacement seal number.

* The shipper must note thereplacement seal number in the seallog.

Seal Discrepancies:

¢ Retain altered or tampered seals to aid in investigations.

¢ Investigate the discrepancy; follow-up with corrective measures (if
warranted).

¢ Asapplicable, report compromised sealsto CBP and the appropriate
foreign governmentto aid in the investigation.

Implementation Guidance

6.2

All CTPAT shipments that can be sealed must be secured immediately after
loading/stuffing/packingby the responsible party (i.e. the shipperor packer
acting on the shipper’s behalf) with a high-security seal that meets or
exceedsthe most current International Organization for Standardization
(1ISO) 17712 standardfor high-securityseals. Qualifying cable and bolt seals
are both acceptable. All seals used must be securely and properly affixed to
Instruments of International Traffic that are transporting CTPAT Members’
cargo to/fromthe UnitedStates.

The high-securityseal used must be placed on the
secure cam position, if available, instead of the right
door handle.The seal must be placed atthe bottom of
the center most vertical bar of the right containerdoor.
Alternatively, the seal couldbe placed on the center
most left-hand locking handle on the right container
door if the secure cam position is not available. Ifabolt
sealis beingused, itisrecommended thatthe boltseal
be placed with the barrelportion or insert facing upward
with the barrel portionabovethe hasp.

Must

6.5

CTPAT Members (that maintain seal inventories) must be able to document
that the high-security seals theyuse meet or exceed the most current 1SO
17712 standard.

Acceptable evidence of complianceisacopy ofa
laboratory testing certificate that demonstrates
compliance with the ISO high-security seal standard.
CTPAT Members are expectedto be aware of the
tamper indicative features of the seals theypurchase.

Must
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Criteria

If a Member maintains an inventory of seals, company managementor a
security supervisor must conduct a seal audit thatincludes periodic
inventory of stored seals and reconciliation against seal inventory logs and
shipping documents. All audits must be documented.

As partof the overall seal audit process, dock supervisors and/or
warehouse managers must periodically verify seal numbers usedon
conveyances and Instruments of International Traffic.

Implementation Guidance

Must

6.7

CTPAT’s seal verification process must be followedto ensure all high-
security seals (bolt/cable) have been affixed properlyto Instruments of
International Traffic, and are operating as designed. The procedureis
known asthe VVTT process:

V —View seal and containerlocking mechanisms; ensure theyare OK;

V —Verify seal numberagainst shipment documents for accuracy;
T—Tugon seal to make sure itis affixed properly;

T—Twist and turn the bolt seal to make sure its components do not
unscrew, separate fromoneanother, or any part of the seal becomes loose.

When applying cable seals, theyneed to envelop the
rectangular hardware base of the vertical barsin order
to eliminate any upward or downward movement of the
seal. Once the sealis applied, make surethatall slack
has been removedfromboth sides of the cable. The
VVTT process for cable seals needs to ensure the cables
are taut. Onceithasbeen properly applied, tugand pull
the cable in orderto determine if thereis any cable
slippage within the locking body.

Must
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7. Procedural Security — Procedural Security encompasses many aspects of the import-export process, documentation, and cargo
storage and handling requirements. Othervital procedural criteria pertain to reporting incidents and notification to pertinent law
enforcement. Additionally, CTPAT often requires that procedures be written because it helps maintain a uniform process overtime.
Nevertheless, the amount of detail needed for these written procedures will depend upon various elements such as a company’s
business model or what is covered by the procedure.

CTPAT recognizes that technology usedin supply chains continues to evolve. The terminology used throughout the criteria
references written procedures, documents, and forms, but this does not mean these have to be paper based. Electronic documents,
signatures, and other digital technologies are acceptable to meet these measures.

The Program is not designed to be a “one size fits all” model; each company must decide (based on its risk assessment) how to
implement and maintain procedures. However, it is more effective toincorporate security processes within existing procedures
rather than create a separate manual for security protocols. This creates a more sustainable structure and helps emphasize that
supply chain security is everyone’s responsibility.

o . . . Must /
Criteria Implementation Guidance
g Should
7.1 | Whencargoisstaged overnight, or for an extended period of time, Must
measures must be taken to secure the cargofrom unauthorized
access.
7.2 Cargo staging areas, and the immediate surrounding areas, must Preventative measures such as the use of baits, traps, or other Must
be inspected on aregular basis to ensuretheseareasremainfree | barrierscanbe used as necessary. Removal of weeds orreduction
of visible pest contamination. of overgrownvegetation may helpin the elimination of pest habitat

within staging areas.

7.4 | Theloading/stuffingof cargo into containers/IIT shouldbe Should
supervised by a security officer/manager or other designated
personnel.
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Criteria

As documented evidence of the properlyinstalled seal, digital
photographs should be taken at the point of stuffing. To the extent
feasible, theseimages should be electronicallyforwardedto the
destination for verification purposes.

Implementation Guidance

Photographicevidence may include pictures taken at the point of
stuffing to document evidence of the cargomarkings, the loading
process, the locationwhere the seal was placed, and properly
installed seal.

Should

7.6 Procedures mustbe in place to ensurethatall informationusedin Must
the clearing of merchandise/cargois legible; complete; accurate;
protectedagainst the exchange, loss, or introduction of erroneous
information; and reported on time.

7.7 If paper documents are used, forms and otherimport/export Measures, suchas using alockedfiling cabinet, can be takento Should
related documentationshould be secured to prevent unauthorized | secure the storage of unused forms, including manifests, to prevent
use. unauthorized use of such documentation.

7.8 | The shipper oritsagent mustensurethatbill of ladings (BOLs) When picking up sealed Instruments of International Traffic, carriers | Must

and/or manifests accuratelyreflect the information providedto
the carrier, and carriersmust exercise due diligence to ensure
these documents areaccurate. BOLs and manifests must be filed
with U.S. Customs and Border Protection (CBP) in a timely manner.
BOL information filed with CBP must show the first foreign
location/facility where the carrier takes possession of the cargo
destined for the United States. The weight and piece count must
be accurate.

may rely on the information provided in the shipper's shipping
instructions.

Requiringthe seal numberto be electronically printed on the bill of
lading (BOL) or other export documents helps guard against
changingthe seal and altering the pertinent document(s) to match
the newseal number.

However, for certain supply chains, goods may be examined in
transit, by a foreign Customs authority, or by CBP. Oncethe sealis
broken by the government, there needs to be aprocesstorecord
the newseal numberapplied to the IIT after examination. In some
cases, this may be handwritten.
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Criteria

CTPAT Members must have written procedures forreporting an
incident, whichincludes a description of the facility's internal
escalation process.

A notification protocol mustbe in placeto reportany suspicious
activities or security incidents (suchas drug seizures, discovery of
stowaways, etc.) that take place anywhere around the world and
which affects the security of the member's supply chain. As
applicable, the Member must report any global incidents to its
Supply Chain Security Specialist, the closest port of entry, any
pertinentlaw enforcement agencies, and business partners that
may be part of the affected supply chain. Notificationsto CBP
must be made as soon as feasibly possible and in advance of any
conveyanceor IIT crossing the border.

Notification procedures mustinclude the accurate contact
information that lists the name(s) and phone number(s) of
personnel requiring notification, as well as for law enforcement
agencies. Procedures must be periodically reviewed to ensure
contactinformationis accurate.

Implementation Guidance

Examples of incidents warranting notification to U.S. Customs and
Border Protection include (butare not limited to) the following:

¢ Discoveryof tampering with a container/IIT or high-security seal;
¢ Discoveryofahiddencompartmentin aconveyanceor IIT;

e Anunaccountednew sealhasbeenapplied to an lIT;

¢ Smuggling of contraband, including people; stowaways;

e Unauthorized entryinto conveyances, locomotives, vessels, or
aircraft carriers;

e Extortion, payments for protection, threats, and/orintimidation;
¢ Unauthorizeduse of a business entity identifier (i.e., Importer of
Record (IOR)number, Standard Carrier Alpha (SCAC) code, etc.).

7.24

Procedures must be in place to identify, challenge, and address
unauthorized/unidentified persons. Personnel must know the
protocol to challenge an unknown/unauthorized person, how to
respond to the situation, and be familiar with the procedure for
removing an unauthorizedindividual fromthe premises.

Must

7.25

CTPAT Members shouldset up a mechanismto report security
related issues anonymously. When an allegation is received, it
should be investigated, and if applicable, corrective actions should
be taken.

Internal problems such as theft, fraud, and internal conspiracies
may be reported morereadilyif the reporting party knows the
concern may be reported anonymously.

Members can setup a hotline program or similar mechanism that
allows people to remainanonymous if they fear reprisal for their
actions. Itis recommendedthatany reportbe keptas evidence to

Should
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Criteria

Implementation Guidance

documentthateach reported item was investigatedand that

corrective actions were taken.

security-relatedincidents (terrorism, narcotics, stowaways,
absconders, etc.) immediately after becoming aware of the
incident. The companyinvestigation must notimpede/interfere
with any investigation conducted by a government law
enforcementagency. The internal company investigation must be
documented, completedas soon as feasibly possible, and made
available to CBP/CTPAT and any otherlaw enforcement agency, as
appropriate, uponrequest.

7.27 | Allshortages, overages, and othersignificant discrepancies or Must
anomalies must be investigated and resolved, as appropriate.

7.28 | Arrivingcargo should bereconciled againstinformationon the Should
cargo manifest. Departing cargo should be verified against
purchaseor deliveryorders.

7.29 | Sealnumbers assignedto specific shipments shouldbe transmitted Should
to the consignee priorto departure.

7.30 | Sealnumbersshould be electronically printed on the bill of lading Should
or other shipping documents.

7.37 | Members mustinitiate theirown internal investigationsof any Must
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8. Agricultural Security — Agriculture is the largest industry and employmentsectorin the U.S. Itis also an industry threatened by
the introduction of foreign animal and plant contaminants such as soil, manure, seeds, and plant and animal material which may
harbor invasive and destructive pests and diseases. Eliminating contaminants in all conveyancesand in all types of cargo may
decrease CBP cargo holds, delays, and commodity returns or treatments. Ensuring compliance with CTPAT’s agricultural
requirements will also help protect a key industry in the U.S. and the overall global food supply.

Key Definition: Pest contamination — The International Maritime Organization defines pest contamination as visible forms of
animals, insects or other invertebrates (alive or dead, in any lifecycle stage, including egg casings or rafts), or any organic material
of animal origin (including blood, bones, hair, flesh, secretions, excretions); viable or non-viable plants or plant products
(including fruit, seeds, leaves, twigs, roots, bark); or other organic material, including fungi; or soil, or water; where such products
are not the manifested cargo within instruments of international traffic (i.e. containers, unit load devices, etc.).

o . . . Must /
Criteria Implementation Guidance should
8.1 CTPAT Members must,in WPM is definedas wood or wood products (excluding paper products) used in supporting, protecting, or Must
accordance with their carryingacommodity. WPMincludesitems suchas pallets, crates, boxes, reels, and dunnage.
business model, have written | Frequently, these items are made of raw wood that may not have undergone sufficient processing or
procedures designedto treatmentto remove or kill pests, and therefore remain a pathway for the introduction and spread of
preventvisible pest pests. Dunnage in particular has been shownto presenta high risk of introductionand spread of pests.
contamination to include
compliance with Wood The IPPCis a multilateral treaty overseen by the United Nation’s Foodand Agriculture Organizationthat
Packaging Materials(WPM) | aims to secure coordinated, effective action to prevent and to control the introduction and spread of
regulations. Visible pest pests and contaminants.
prevention measures must
be adheredto throughout ISPM 15 includes internationallyaccepted measuresthat may be applied to WPMto reduce significantly
the supply chain. Measures | the risk of introduction and spread of most pests that may be associated with WPM. ISPM 15 affects all
regarding WPM must meet wood packaging material requiring that they be debarked and then heat treated or fumigated with
the International Plant methyl bromide and stamped or branded with the IPPC mark of compliance. This mark of complianceis
Protection Convention’s colloquially known as the "wheat stamp". Products exemptfromthe ISPM 15are made from alternative
(IPPC) International materials, like paper, metal, plastic or wood panel products (i.e. oriented strand board, hardboard, and
Standards for Phytosanitary | plywood).
Measures No. 15 (ISPM 15).
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Third Focus Area: People and Physical Security

9. Physical Security — Cargo handling and storage facilities, Instruments of International Traffic storage areas, and facilities where
import/export documentation is preparedin domestic and foreign locations must have physical barriers and deterrents that guard
against unauthorized access.

One of the cornerstones of CTPAT is flexibility, and security programs should be customized to fit each company’s circumstances.
The need for physical security can vary greatly based on the Member’srole in the supply chain, its business model, and level of risk.
The physical security criteria provides a number of deterrents/obstacles that will help prevent unwarranted access to cargo,
sensitive equipment, and/or information, and Members should employ these security measures throughout their supply chains.

Criteria Implementation Guidance

9.1 | Allcargo handling and storage facilities, including trailer yards Must
and offices must have physical barriers and/or deterrents that
preventunauthorized access.

9.2 Perimeterfencing should enclose the areas around cargo Other acceptable barriers may be usedinstead of fencing, such asa Should
handling and storage facilities. If afacility handles cargo, interior | dividing wall or natural features thatare impenetrable or, otherwise
fencing shouldbe used to secure cargo and cargo handlingareas. | impede, access such as a steep cliff or dense thickets.

Based on risk, additional interior fencing should segregate various
types of cargo such as domestic, international, high value, and/or
hazardous materials. Fencing should be regularly inspected for
integrity and damage by designated personnel. If damage is
foundin the fencing, repairsshouldbe made as soon as possible.

9.4 | Gateswhere vehiclesand/orpersonnel enteror exit (aswell as It is recommendedthatthe number of gates be keptto the minimum | Must
other points of egress) must be manned or monitored. Individuals | necessary for properaccess andsafety. Other points of egress would
and vehicles may be subject to search in accordance with local be entrances to facilities that are not gated.

and labor laws.

9.5 Private passengervehicles shouldbe prohibitedfrom parkingin Locate parking areas outside of fenced and/or operational areas-or | Should

or adjacentto cargo handling and storage areas, and at least at substantial distances from cargohandling and storage
conveyances. areas.
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Criteria

Adequate lighting must be providedinside and outside the facility
including, as appropriate, the following areas: entrancesand
exits, cargo handling and storage areas, fence lines, and parking
areas.

Implementation Guidance

Automatic timers or light sensorsthat automatically turn on
appropriate security lights are useful additions to lighting apparatus.

9.7

Security technology should be utilized to monitor premises and
preventunauthorized access to sensitive areas.

Electronicsecurity technology used to secure/monitor sensitive
areas and access pointsincludes: burglaryalarm systems (perimeter
and interior) —these are also known as Intrusion Detection Systems
(IDS); access control devices; and video surveillance systems(VSS) -
including Closed Circuit Television Cameras (CCTVs). A CCTV/VSS
system could include components such as Analog Cameras (coax-
based), Internet Protocol-based (IP) cameras (network-based),
recording devices, and video management software.

Secure/sensitive areas, which would benefit from video surveillance,
may include: cargo handling and storage areas, shipping/receiving
areas where importdocuments arekept, IT servers, yard and storage
areas for Instruments of International Traffic (IIT), areas where lIT
are inspected, and seal storage areas.

Should

9.8

Members who rely on security technology for physical security
must have written policies and proceduresgoverning the use,
maintenance, and protection of this technology.

Ata minimum, these policies and procedures must stipulate:

e That access to the locations where the technology is controlled
or managed is limited to authorized personnel;

* The procedures that have been implemented to test/inspect
the technologyon aregularbasis;

¢ That the inspections include verifications that all of the

Security technology needsto be tested on aregular basis to ensureit
is working properly. There are general guidelines to follow:

e Testsecurity systems after any service work and during and after
major repairs, modifications, or additions to a building or facility. A
system’s component may have beencompromised, either
intentionally or unintentionally.

¢ Test security systems after any major changes to phone or internet
services. Anything that might affect the system’s ability to
communicate with the monitoring center should be double-checked.
¢ Make sure videosettings such as motion activated recording;
motion detectionalerts; images per second (IPS), and quality level,
have been setup properly.

o Make sure cameralenses (or domes that protect the cameras)are

Must
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Criteria

equipmentis working properly, and if applicable, that the
equipmentis positioned correctly;

¢ That the results of the inspections and performance testing is
documented;

* That if corrective actionsare necessary, theyare to be
implementedas soon as possibleand the corrective actions are
documented;

¢ That the documentedresults of these inspections be
maintained for a sufficient time for audit purposes.

If a third party central monitoring station (off-site) is used, the
CTPAT Membermust have written procedures stipulating critical
systems functionality and authentication protocols such as (but
notlimited to) security code changes, adding or subtracting
authorized personnel, passwordrevisions, and systems access or
denials.

Security technology policies and procedures must be reviewed
and updated annually, ormorefrequently, as risk or
circumstances dictate.

Implementation Guidance

clean and lenses are focused. Visibility should not be limited by
obstacles or bright lights.

* Testto make sure securitycameras are positionedcorrectly and
remain in the proper position (cameras may have been deliberately
or accidentally moved).

9.9

CTPAT Members should use licensed/certified resourceswhen
considering the designand installation of security technology.

Today’s security technology is complexand evolves rapidly.
Oftentimes companies purchase the wrong security technologythat
provesto be ineffective whenneededand/or pay more than was
necessary. Seeking qualified guidance will help a buyer selectthe
righttechnology options for their needs and budget.

Accordingto the National Electrical Contractors Association (NECA),
inthe U.S. 33 states currently have licensing requirements for
professionals engagedin the installation of security and alarm
systems.

Should
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Criteria

Implementation Guidance

All security technology infrastructure must be physicallysecured | Security technology infrastructure includes computers, security

from unauthorized access. software, electronic control panels, video surveillance orclosed
circuittelevisioncameras, power and hard drive components for
cameras, as well asrecordings.

9.11 | Security technology systems should be configured with an A criminal trying to breach your security may attempt to disable the | Should
alternative power source that will allow the systemsto continue | power to your security technologyin order to circumnavigate it.
to operate in the event of an unexpected loss of direct power. Thus, it is important to have an alternative source of power for your

security technology. An alternative power source may be an
auxiliary power generationsource or backup batteries. Backup
power generators may also be used for other critical systemssuch as
lighting.

9.12 | If camerasystems are deployed, cameras should monitora Sensitive areas, as appropriate, may include cargo handling and Should
facility’s premises and sensitive areas to deter unauthorized storage areas, shipping/receiving areas where import documents are
access. Alarms should be usedto alerta company to kept, IT servers, yards and storage areas for Instruments of
unauthorized access into sensitive areas. International Traffic (IT), areas wherelIT are inspected, and seal

storage areas.

9.13 | If camerasystems are deployed, cameras must be positionedto Positioning cameras correctly isimportant to enable the camerasto Must
cover keyareas of facilities that pertain to the import/export recordas much as possible of the physical “chainof custody” within
process. the facility’s control.

Cameras should be programmed to record at the highest picture | Based on risk, key areas or processes may include cargo handling and

quality setting reasonably available, and besettorecordon a storage; shipping/receiving; the cargo loading process; the sealing

24/7 basis. process; conveyance arrival/exit; IT servers; containerinspections
(security and agricultural); seal storage; and any otherareas that
pertain to securing international shipments.

9.14 | If camerasystems are deployed, cameras shouldhavean A failure of video surveillance systemscould be the result of Should
alarm/notificationfeature, which wouldsignal a “failure to someone disabling the systemin order to breach a supply chain
operate/record” condition. withoutleaving videoevidence of the crime. The failure to operate

feature canresultin an electronicnotificationsent to predesignated
person(s) notifyingthem that the devicerequiresimmediate
attention.
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Criteria

If camera systems are deployed, periodic, random reviews of the
camera footage must be conducted (by management, security, or
other designated personnel) to verifythat cargo security
procedures are being properly followedin accordance with the
law. Results of the reviews must be summarizedin writing to
include any corrective actions taken. The results mustbe
maintained for a sufficienttime for audit purposes.

Implementation Guidance

If camerafootage is only reviewed for cause (as part of an
investigation following a security breach etc.), the full benefit of
having camerasis notbeingrealized. Camerasare notonly
investigative tools. If used proactively, theymay help preventa
security breach fromoccurringin the first place.

Focusthe randomreview of the footage on the physical chain of
custody to ensure the shipment remainedsecure and all security
protocols were followed. Some examples of processes that may be
reviewed arethe following:

¢ Cargo handling activities;

e Container inspections;

¢ The loading process;

¢ Sealing process;

¢ Conveyancearrival/exit;and
e Cargo departure, etc.

Purpose of the review: Thereview s intended to evaluate overall
adherence and effectiveness of established security processes,
identify gaps or perceived weaknesses, and prescribe corrective
actionsin support of improvementto security processes. Based on
risk (previous incidents or an anonymous report on an employee
failing to follow security protocols at the loading dock, etc.), the
Member may targetareview periodically.

Itemstoinclude in the written summary:

* The date of the review;

¢ Date of the footage that was reviewed;

e Which camera/areawas the recordingfrom;
¢ Brief description of any findings; and

e |f warranted, corrective actions.
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Criteria Implementation Guidance

If cameras are being used, recordingsof footage covering key If a breach wereto happen, an investigation wouldneedto be Should
import/export processesshouldbe maintained on monitored conducted, and maintaining any camera footage that coveredthe

shipments for a sufficient time to allow an investigationto be packing (for export) and loading/sealingprocesses would be of

completed. paramountimportancein discovering where the supply chain may

have been compromised.

For monitoring, the CTPAT program recommends allotting at least 14
days after ashipmenthas arrivedatits first point of distribution.
Thisis where the containeris first opened after clearing Customs.

9.  Physical Access Controls — Access controls prevent unauthorized access into facilities/areas, help maintain control of employeesand

visitors, and protect company assets. Access controls include the positive identification of all employees, visitors, service providers,
and vendors at all points of entry.

. . . Must /
Criteria Implementation Guidance Should
10.1 | CTPAT Members must have written procedures governing how Access devices include employee identification badges, visitor and Must
identificationbadgesand access devices are granted, changed, vendor temporary badges, biometric identification systems,
and removed. proximity key cards, codes, and keys. Whenemployees are
separated froma company, the use of exit checklists help ensure

Whereapplicable, a personnel identification system mustbe in that all access devices have been returned and/or deactivated. For
place for positive identificationand access control purposes. smaller companies, where personnel knoweach other, no
Accessto sensitive areas must be restricted based on job identificationsystemisrequired. Generally, foracompany with
description or assigned duties. Removal of access devices must more than 50 employees, an identification systemis required.
take place when the employees separate from the company.
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Criteria Implementation Guidance

Visitors, vendors, and service providers must present photo
identificationupon arrival, and alog must be maintained that
records the detailsof the visit. All visitors should be escorted. In
addition, all visitors and service providers should be issued
temporary identification. If temporary identificationis used, it
must be visibly displayedat all times during the visit.

The registration log mustinclude the following:

* Date of the visit;

¢ Visitor's name;

¢ Verification of photoidentification (type verifiedsuchas license
or national ID card). Frequent, well knownvisitorssuch as regular
vendors may forego the photo identification, but must still be
logged in and out of the facility;

* Time of arrival;

e Company point of contact; and

¢ Time of departure.

10.3 | Driversdelivering or receivingcargomust be positively identified Must
before cargois receivedor released. Driversmust present
government-issued photoidentification to the facilityemployee
granting access to verify their identity. If presenting a
government-issued photoidentification is notfeasible, the facility
employee may acceptarecognizable form of photoidentification
issued by the highway carrier company thatemploys the driver
picking up the load.
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Criteria

A cargo pickup log must be keptto register driversand record the

details of their conveyances when picking up cargo. When drivers
arrive to pick up cargoatafacility, a facility employee must
register themin the cargo pickuplog. Upon departure, drivers
must be logged out. The cargo log must be keptsecured, and
drivers must not be allowed accessto it.

The cargo pickuplog should have the following items recorded:

® Driver'sname;

* Date and time of arrival;

¢ Employer;

e Truck number;

* Trailer number;

¢ Time of departure;

¢ The seal number affixed to the shipment atthe time of
departure.

Implementation Guidance

A visitor log may double as acargo logaslong as the extra
informationisrecorded in it.

contraband before being admitted.

explosives, illegal drugs, and currency.

10.7 | Priortoarrival, the carrier should notify the facility of the This criterion will help shippers and carriers to avoid fictitious Should
estimated time of arrival for the scheduled pick up, the name of pickups. Fictitious pick-ups are criminalschemes thatresultin the
the driver, and truck number. Where operationallyfeasible, theft of cargo by deceptionthatincludes truckdrivers using fake IDs
CTPAT Members shouldallow deliveries and pickups by and/or fictitious businesses set up for the purpose of cargotheft.
appointmentonly.
When acarrier has regulardrivers that pick up goods froma certain
facility, a good practice is for the facility to maintain a list of the
drivers with their pictures. Therefore, ifitis notfeasible to letthe
company know whichdriveris coming, the company will still be able
to verify that the driver is approvedto pick up cargofromthe
facility.
10.8 | Arriving packages and mail shouldbe periodically screened for Examples of such contraband include, but are not limited to, Should
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Criteria

If security guards are used, work instructions for security guards
must be contained in writtenpolicies and procedures.
Management must periodically verify compliance and
appropriateness with these procedures through audits and policy
reviews.

Implementation Guidance

Though guards may be employed at any facility, they are often
employed at manufacturing sites, seaports, distribution centers,
storage yards for Instruments of International Traffic, consolidator,
and forwarders operating sites.

10. Personnel Security — A company’s human resource force is one of its most critical assets, but it may also be one of its weakest

security links. The criteria in this category focus on issues such as employee screening and pre-employment verifications.
Many security breaches are caused by internal conspiracies, which is where one or more employees collude to circumvent security
procedures aimed at allowing an infiltration of the supply chain. Therefore, Members must exercise due diligence to verify that

employeesfilling sensitive positions are reliable and trustworthy. Sensitive positions include staff working directly with cargo or its
documentation, as well as personnel involved in controlling access to sensitive areas or equipment. Such positions include, but are
not limited to, shipping, receiving, mailroom personnel, drivers, dispatch, security guards, any individuals involved in load
assignments, tracking of conveyances, and/or seal controls.

Criteria

Written processes mustbe in placeto screenprospective
employees and to periodicallycheck current employees.
Application information, such as employment historyand
references, must be verified priorto employment, to the extent
possible and allowed underthe law.

Implementation Guidance

CTPATis aware thatlabor and privacy laws in certain countries
may not allow all of the application information to be verified.
However, duediligenceis expectedto verifyapplication
information when permitted.

Must
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Criteria

In accordance with applicable legal limitations, and the availability
of criminal record databases, employee backgroundscreenings
should be conducted. Based on the sensitivity of the position,
employeevetting requirements should extend to temporary
workforce and contractors. Once employed, periodic
reinvestigations should be performed based on cause, and/or the
sensitivity of the employee’s position.

Employee backgroundscreening should include verification of the
employee’s identity and criminal history, encompassing city, state,
provincial, and country databases. CTPAT Members and their
business partnersshouldfactorin the results of background
checks, as permitted by local statutes, in making hiring decisions.
Backgroundchecks are not limited to verification of identity and
criminal records. In areas of greater risk, it may warrant morein-
depthinvestigations.

Implementation Guidance

Should

115

CTPAT Members must have an Employee Code of Conduct that
includes expectations and defines acceptable behaviors. Penalties
and disciplinaryprocedures must be includedin the Code of
Conduct. Employees/contractorsmust acknowledge thatthey
have read and understood the Code of Conduct by signingit, and
this acknowledgement must be keptin the employee’s file for
documentation.

A Code of Conduct helps protect your business and informs
employees of expectations. Its purposeisto develop and
maintain a standard of conduct thatis acceptable to the company.
It helps companies develop a professionalimage and establish a
strong ethical culture. Even asmall companyneedsto havea
Code of Conduct; however, it does not need to be elaboratein
design or contain complexinformation.

Must
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11. Education, Training and Awareness — CTPAT’s security criteria are designed to form the basis of a layered security system. If one

layer of security is overcome, another layer should prevent a security breach, or alert a company to a breach. Implementing and
maintaining a layered security program needs the active participation and support of several departments and various personnel.
One of the key aspects to maintaining a security program is training. Educating employeeson what the threats are and how their
role is important in protecting the company’s supply chain is a significant aspect to the success and endurance of a supply chain

security program. Moreover, when employees understand why security proceduresare in place, they are much more likely to

adhere to them.

Criteria

Members must establishand maintain a security training and
awareness program to recognize and foster awareness of the
security vulnerabilitiesto facilities, conveyances, and cargo at each
pointin the supply chain, which could be exploited by terrorists or
contraband smugglers. The training program must be
comprehensive and cover all of CTPAT’s security requirements.
Personnelin sensitive positions must receive additional specialized
training gearedtoward the responsibilities that the positionholds.

One of the key aspects of asecurity programis training.
Employees who understand why security measures are in place
are more likely to adhere to them. Security training must be
providedto employees, as required, based on their functions and
position on aregular basis, and newly hired employees must
receive this training as part of their orientation/job skills training.

Members must retainevidence of training such as training logs,
signin sheets (roster), or electronictraining records. Training
records shouldinclude the date of the training, names of
attendees, and the topics of the training.

Implementation Guidance

Training topics may include protecting access controls, recognizing
internal conspiracies, and reporting procedures for suspicious
activities and security incidents. When possible, specialized
training should include a hands-ondemonstration. If ahands-on
demonstration is conducted, the instructor should allow time for
the students to demonstrate the process.

For CTPAT purposes, sensitive positions include staff working
directly with import/export cargo or its documentation, as well as
personnel involved in controlling access to sensitive areas or
equipment. Such positionsinclude, butare notlimited to,
shipping, receiving, mailroom personnel, drivers, dispatch, security
guards, any individuals involvedin load assignments, tracking of
conveyances, and/or seal controls.

Must /
Should

Must
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Criteria

Implementation Guidance

12.2 | Driversand other personnelthat conductsecurity and agricultural Must
inspections of empty conveyances and Instruments of
International Traffic (IIT) must be trained to inspect their
conveyances/IIT for bothsecurity and agricultural purposes.

Refreshertraining must be conducted periodically, as needed after
anincidentor security breach, or when there are changes to
company procedures.

Inspection training mustinclude the following topics:

¢ Signs of hidden compartments;

¢ Concealed contraband in naturally occurring compartments; and
¢ Signs of pest contamination.

12.4 | CTPAT Membersshouldhave measuresin placeto verifythat the Understanding the training and being able to use that trainingin Should
training provided metall training objectives. one’s position (for sensitive employees) is of paramount

importance. Exams or quizzes, a simulation exercise/drill, or
regular audits of procedures etc. are some of the measures that
the Member may implement to determine the effectiveness of the
training.

12.8 | Asapplicable, based on theirfunctions and/or positions, personnel | Quality trainingisimportantto lessenvulnerability to Must
must be trained on the company's cybersecurity policies and cyberattacks. A robustcybersecurity training programis usually
procedures. This mustinclude the needfor employeesto protect | one thatis deliveredto applicable personnelin aformal setting
passwords/passphrases and computer access. rather than simply through emails or memos.

12.9 | Personnel operating and managing security technology systems Must

must receive operations and maintenance training in their specific
areas. Prior experience with similar systemsis acceptable. Self-
training via operational manuals and other methodsis acceptable.
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Criteria

Personnel must be trained on how to report security incidents and
suspicious activities.

Implementation Guidance

Procedures to report security incidents or suspicious activity are
extremely importantaspects of a security program. Training on
howto reportanincidentcan beincluded in the overall security
training. Specialized training modules (based on job duties) may
have more detailed training on reporting procedures, including
specifics on the process, suchas, whatto report, to whom, how to
reportthe incident, and what to do after the reportis completed.

Must
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Container Inspection Checklist



Instructions to Supplier

Please complete Sections I, II and III of this form.  Attach completed form with the shipment documentation accompanying the container.  Also, please include a copy on the inside door of the container.



Section I.     Shipment Information



		Date:



		Supplier Name:



		Carrier Name:



		Container Number:



		Seal Number:



		



		Wood Packaging Material (WPM): Does all WPM contain the internationally recognized IPPC mark which certifies treatment? (Yes or No)

If No, stop shipment.



		Container Inspector’s Name:







Section II.  	9-Point Container Inspection



Note: Containers must be secure, and not contain any of the following:

· Secret compartments in walls, floors, ceiling, etc.

· Un-manifested goods, packages, etc.

· Signs of tampering (fresh paint, peculiar marks, etc.)



		Check   after Exam  

		Category 

		Note any damage or problems with container



		

		1. Container cleanliness 

(not filthy; no pests, weeds or seeds)

		



		

		2. Pallet cleanliness

(not filthy; no pests, weeds or seeds)

		



		

		3. Underside of Trailer

		



		

		4. Left Wall for concealed walls or hidden articles

		



		

		5. Right Wall for concealed/false walls or hidden articles

		



		

		6. Front Wall  for concealed/false walls or hidden articles

		



		

		7. Floor for hidden articles or false floor

		



		

		8. Ceiling

		



		

		9. Inside and Outside Door / Hinges 

(i.e. Ensure Locking mechanisms are secure)

		







Section III.     Supplier’s Container Inspector’s Signature:  ______________________________

________________________________________________________________________________



Section IV.      For Completion by Allegion Receiving



		Receiving Date:



		Seal Number:





		Receiving Location:



		Receiving Person’s Name:







1. Does the seal number match the seal shown in Section 1?	 Yes  No              (report “no” answers to Mgmt) 

2. Does Container show signs of tampering / anomalies?	 Yes  No              (report “yes” answers to Mgmt) 

3. Are there any visible pests, weeds, seeds or other contaminants? Yes  No  (report “yes” answers to Mgmt)   

4. Receiving Inspector’s Signature________________________________________________



[bookmark: _Hlk88043421]*Instructions to Receiving:  Please save this form for 1 year for CTPAT audits, and report anomalies to Trade Compliance.
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Instructions

		 US Import Classification Form



		Scope: 		This US Import Classification Form must be completed for all raw materials, parts, components, prototypes, tools etc. that will be imported into the US.    



		Purpose of US Import Classification Form:		To obtain, in advance of US import, the compliance data elements required by US Customs, as well as other government agencies, to move goods across the border. These requirements may include the US Harmonized Tariff Schedule (HTS) Classification number, country of origin, Lacey Act Form data elements, ADD/CVD related mill certificates, etc.



		Requirements:		The Initiator must complete a "US Import Classification Form" at time of creating the Purchase Order. 		 

				Shipments may not be sent to the US until the articles have been classified by the Trade Compliance team.

				"Initiator" must complete this "US Import Classification Form". Drawings, pictures, specifications or data sheets must be included with this form.

				The Initiator (typically the Receiver or Buyer) in the US must complete this template for any new items or existing items that will be sourced from a new vendor.   The Trade Compliance team will assign a classification, update the Broker Master and send the classification to the vendor.
Classifications are required for the vendor's commercial invoice and for the Importer Security Filing (ISF).



		Timeline:		Except for Special Projects/Transitions, which require additional review time, the US Import Classification Form must be submitted with 3 weeks advance notice prior to import.







US Import Classification Form

		US IMPORT CLASSIFICATION FORM  

		Entered by Customs Analyst





		Initiator or Buyer Name:

		Location:

		Date completed:



		EMAIL THIS FORM TO Brandon.Pak@allegion.com and Maria.Serratos@allegion.com

		EMAIL drawings, specifications, and/or photos of all parts or include on a separate tab. 



		Intiator or Buyer to complete																				Trade Compliance to complete

		 ITEM NUMBER
(Oracle, AX, MFG PRO, TGP or Allegion ERP)		 ITEM DESCRIPTION
(Oracle, AX, MFG PRO, TGP or Allegion ERP)		Commercial Description

IR User: Layman's description; Common description, such as  Thumbturn, Rose, Lever, cylinder, etc.
		Finished Good or Part?		Material Type

IR User: Base material, e.g. - aluminum, brass, zinc, metal, paper, plastic, etc.		If item is a PART, then indicate function/end use.

IR User: Example: Lock Part, Packaging, Cylinder Part, etc.
Or, describe how used.  
See DROP DOWN MENU		Product's Final Use 
(Where used)

IR User: lock assembly, exit device, component for door lock cylinder, etc.
SEE DROP DOWN		Country of Origin

IR User: Original Country of Origin. Only one country per line item. 
 The country of manufacture or production.		Vendor Name		Was the good made using an aluminum extrusion process? (Yes/No)

Gallegos, Yesenia: Use Drop Down menu		US HTS		US Duty Rate		US Tariff Rate (if applicable)		Subject to ADD/CVD (Yes/No) 

Gallegos, Yesenia: Use Drop Down menu
		

IR User: Layman's description; Common description, such as  Thumbturn, Rose, Lever, cylinder, etc.
																								Basis for HTS decision.  
Include GRI, Ruling numbers, etc.				Other Comments

								Part				Extrusion Profile		Manual Sliding Door						No		 

												 

												 

												 

												 

												 



		     





		El Sauzal

		Ensenada

		Tecate

		Tijuana



&6TEMPLATE COS-P-PS0001.xlt		&8&F




Datasheet

		Imported Parts						Final Use

		Automatic Doors						Automatic Doors

		Bearings						Automatic Sliding Door

		Bicycle Lights						Automatic Swing Door operator

		Cables with Connectors						Door Closer 

		Controller – Electrical Distribution						Door Locks (electronic or keyed)

		Door Jambs						Doors and Frames

		Door Pivot						Exit Devices for Doors

		Extrusion Hollow Profile						Hinges

		Extrusion Profile						Locks for Furniture (cabinets, drawers, etc.)

		Gears, Gearboxes						Locks for Motor Vehicles

		Hat Racks, Hat Pegs, etc						Manual Sliding Door

		Header End Caps						Motors         

		Keys  						Non-Keyed Locks for Doors

		Mountings for Furniture						Padlocks

		Other Mountings, Fittings for Doors						Power Supplies 

		Part of Door Pivot						Readers (magnetic, electronic, proximity, etc.)

		Parts of Automatic Door Closers						Other, please specify

		Parts of Automatic Doors

		Parts of Door Locks

		Parts of Exit Devices

		Parts of Flush Bolts

		Parts of Hinges

		Parts of Readers, Automatic Data Processing Machines

		Parts of Surface Bolts

		Plastic Parts

		Printed Single Sheets, Instruction Sheets

		Screw Packs

		Screws and Bolts, Other

		Self-tapping screws/Self-drilling screws

		Springs, Other

		Stops, Pulls, Plates, Knockers for Doors

		Switches

		Wood Screws

		Other: Specify
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Container Inspection Checklist



Instructions to Supplier

Please complete Sections I, II and III of this form.  Attach completed form with the shipment documentation accompanying the container.  Also, please include a copy on the inside door of the container.



Section I.     Shipment Information



		Date:



		Supplier Name:



		Carrier Name:



		Container Number:



		Seal Number:



		



		Wood Packaging Material (WPM): Does all WPM contain the internationally recognized IPPC mark which certifies treatment? (Yes or No)

If No, stop shipment.



		Container Inspector’s Name:







Section II.  	9-Point Container Inspection



Note: Containers must be secure, and not contain any of the following:

· Secret compartments in walls, floors, ceiling, etc.

· Un-manifested goods, packages, etc.

· Signs of tampering (fresh paint, peculiar marks, etc.)



		Check   after Exam  

		Category 

		Note any damage or problems with container



		

		1. Container cleanliness 

(not filthy; no pests, weeds or seeds)

		



		

		2. Pallet cleanliness

(not filthy; no pests, weeds or seeds)

		



		

		3. Underside of Trailer

		



		

		4. Left Wall for concealed walls or hidden articles

		



		

		5. Right Wall for concealed/false walls or hidden articles

		



		

		6. Front Wall for concealed/false walls or hidden articles

		



		

		7. Floor for hidden articles or false floor

		



		

		8. Ceiling

		



		

		9. Inside and Outside Door / Hinges 

(i.e. Ensure Locking mechanisms are secure)

		







Section III.     Supplier’s Container Inspector’s Signature:  ______________________________

________________________________________________________________________________



Section IV.      For Completion by Allegion Receiving



		Receiving Date:



		Seal Number:





		Receiving Location:



		Receiving Person’s Name:







1. Does the seal number match the seal shown in Section 1?	 Yes  No              (report “no” answers to Mgmt) 

2. Does Container show signs of tampering / anomalies?	 Yes  No              (report “yes” answers to Mgmt) 

3. Are there any visible pests, weeds, seeds or other contaminants? Yes  No  (report “yes” answers to Mgmt)   

4. Receiving Inspector’s Signature________________________________________________



[bookmark: _Hlk88043421]*Instructions to Receiving:  Please save this form for 1 year for CTPAT audits, and report anomalies to Trade Compliance.
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